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Abbreviations and acronyms
HE – Higher Education
I4.0. – Industry 4.0.
SME - Small & Medium-Sized Enterprise (s)
BIM - Building Information Modelling
CPS - Cyber-Physical Systems
CRM - Customer Relationship Management
ERP - Enterprise Resource Planning information system
FDM - Additive manufacturing process of fused deposition modelling
MES - Manufacturing Execution System
IoT - Internet of Things
IIoT - Internet of Industrial Objects
LOM - Additive manufacturing process of laminated object manufacturing
PLM - Product Lifecycle Management information system
RFID - Radio Frequency Identification technology
SCM - Supply Chain Management
STS - Additive manufacturing process of selective laser sintering
SLM - Additive manufacturing process of selective laser melting
PDCA - Plan Do Check Act
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Introduction
The Chain Course: Strategic Digitisation of Organisations, based on a Manual for learners, is an
innovative learning opportunity for empowering, extending and developing the knowledge and
competencies of HE students and SMEs (managers & owners) for assisting their role in meeting
the needs of companies towards I4.0.
The course is composed by five modules and it is to be organised in face-to-face sessions
including a Practical Lab. The duration of the course is 70 contact hours, 130 total hours and
should equal to 6 ECTS. The scientific areas are Management and Engineering.
The Course General Objectives are:
•
•
•
•
•

Developing the essential skills to create and manage companies that will strive in this
new paradigm and will be the pillars of the industrial strategy of the 21st century;
Understanding the evolution of different technologies and how they are integrated in
production processes;
Optimizing the use of new technologies by product development and production cycle;
Managing qualified human resources;
Understanding new markets opportunities.

The Course Specific Objectives are:
•

•

•
•
•

Knowledge and understanding: Knowledge and understanding of the basic concepts of
I4.0; Understanding the challenges firms face and the strategic options and actions
needed; Understanding the evolution of different technologies and how they integrate in
production processes;
Applying knowledge and understanding: Ability to relate concepts; Ability to use the
usual instruments of analysis to formulate possible outcomes, integrate new business
models and new ways of managing digital organisations;
Making judgments: Ability to assess future options on I4.0 and their impact on firms’
performance; Ability to critically analyse the implementation of an I4.0 project;
Communication skills: Ability to use technical vocabulary to present concepts, analysis
and solutions to real / simulated situations as well as the reasons behind them;
Learning skills: Ability to think critically and search for information on practical and
theoretical problems.

Methodologies
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•

Theory-practice (Concept presentation; Exemplification and application to real problems;
Discussion of real cases);

•

Peer learning & Project work;

•

Lab to implement a pilot project;

•

Self-study (reading the recommended books well as the Chain Brochure, Manual and
Case Studies provided).
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I. Guidelines for Learners
The current Manual is targeted to learners - HE students and SMEs (managers & owners) with
the content in line with the 5 modules programme and consistent with the intellectual outputs
already developed, namely: Intellectual Output 1: Industry 4.0: A Comprehensive Approach,
Main Features and Impacts on SMEs also referred to as The Brochure (available on:
https://chainproject.eu/brochure/) and Intellectual Output 2: Set of Case Studies: Analysis
(available on: https://chainproject.eu/case-studies/). HE students and SMEs are advised to
familiarize themselves with the content of IO 1 and IO 2 in order to understand and learn the
modules developed within the current Intellectual Output 3: Course: Strategic Digitisation of
Organisations easily and better. IO 1 encompasses the definition of I4.0 and its main defining
elements; a discussion of innovation and I4.0; a review of theories of innovation and
technological revolution and illustrative examples of the transformation impacting at the
economy and society in general by I4.0; the main expected impacts of I4.0 across industries and
the opportunities for SME. IO 2 collects case studies of companies including strategies and
practices implemented in the context of the growing digitization and the challenges the new
paradigm poses and the practical impacts on work, employment, skills and business models.
Chain project’s main aim is to provide a basis for the creation of new competencies for HE
students and SMEs. That is why, the project consortium is developing The Chain Course:
Strategic Digitisation of Organisations, based on a Manual for learners, which is an innovative
learning opportunity for empowering, extending and developing the knowledge and
competencies of HE students and SMEs (managers & owners) for assisting their role in meeting
the needs of companies towards I4.0. In this way, the developed learning material is meant to
be:
- Divided into modules: The modules are constructed in such a way as to be used independently
by learners if they want to use only the theoretical part of the content but the modules are also
meant to be interconnected with each other in order to allow for the conduction of wholesome
in-depth analyses of given enterprises in terms of studying/implementing individual I4.0. projects
by HE students and SME managers who wish to smoothen the transition of their enterprises to
Industry 4.0. The purpose of using modular structure is also to address the specific needs of
users by allowing easy adaptation of the produced learning contents.
- Based on activities: The activity-based learning (ABL) aims to foster self-learning and allows
learners to study according to their aptitude and skills. Using case studies on existing companies
implementing Industry 4.0. within the course will allow for learning from practical examples,
better understanding and application of the theory by learners.
- Target-centred: Participant-centered learning methods shift the focus of activity from the
teacher to the learners. These methods include active
9

learning, cooperative learning, and inductive teaching and learning.
- Output oriented: Output-oriented teaching is directed towards the learning achievement of the
participants. This could be reached through competence orientation, education standards
(mostly in formal learning) etc.
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II. Course Programme
Guidelines for:
1) Manual Preparation: targeted to learners - HE students and SMEs (managers & owners) - with
the content in line with the 5 modules program and join in consistently prior outputs made.
2) Testing and Validating the Course – By collecting suggestions for improvement from the
participants (learners and teachers) into the 4 pilot actions (1 per country).

Topic
of
curricular unit
M1: Industry
4.0
Introduction

M2: Strategy
for Industry 4.0

M3:
Transformation
for Industry 4.0
M4: Industry
4.0
technologies
M5: Chain Lab:
How to start a
pilot project?

Topics addressed

Scientific Area

Type

Contact Total
hours
hours
& 10
20

ECTS

Concepts
and
history; Impacts;
Benefits; Fears to
change (obstacles);
Requirements to
change;
New
Business
models;
Road
mapping;
Financing
Management and
Organisation
of
Human resources;
Workplace;
Management and
Organisation
of
Human resources;
Workplace;
Management
of
resources,
projects, KM-IT

Management

Theory
Practice

Management

Theory
Practice

& 10

20

1

Management

Theory
Practice

& 10

20

1

Engineering

Theory
Practice

& 10

20

1

Management

Theory
Practice

& 30

50

2

130 h.

6

Total:

70 h

1

Modules
Learners will be supported by the teaching team in the analysis of their organisations and
development of a written implementation plan.
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II. Prototyping the Chain Course
Each of the pilot courses will test a total of 5 (different) teaching modules and provide the
remaining additional information as online resources. Prototyping should consist of a single 5modules course consisting of minimum 70 contact hours and 130 distance learning hours (e.g. 9
face-to-face one day trainings, 18 face-to-facе half-day trainings). The learners will be provided
with the following description and training outcomes of each module so they are properly
informed and prepared on what knowledge, understanding and skills are to be gained by
finishing the modules.
Module 1
Description

Training
outcomes:
Knowledge
Skills

Module 2
Description

Industry 4.0 Introduction
The aim of this module is to be delivered in 10 contact units and 20 total
hours of participant engagement. It covers the essentials of Industry 4.0
(I4.0), defining it and its core elements. Through the theoretical
background, the best practices and the cases, the participants will
understand the scope of I4.0, the benefits and the challenges and
obstacles for implementation.
After this module the learners will be able to:
Knowledge and understanding: To understand the history of the
& industrial revolutions, the scope of Industry 4.0, its core elements, its
benefits, as well as the main challenges and obstacles for
implementation.
Skills:
- To recognize application of Industry 4.0 in both production and service
based companies;
- To take part in identification of opportunity for improvement of
processes using Industry 4.0 based skills.
- Provide the necessary level of support to help learners to understand
the scope of Industry 4.0.
Strategy for Industry 4.0
This module looks at how a company can design an appropriate strategy
for industry 4.0. The definition of a strategy becomes essential when we
know that there is a high potential for value creation based on three
sources of benefits: reduction of operating costs, increase of efficiency
and increase of revenues.
Fundamental concepts of strategy are linked with new value creating
options provided by Industry 4.0.
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Training
outcomes:
Knowledge
Skills

Module 3
Description

Training
outcomes:
Knowledge
Skills

Module 4
Description

Knowledge and understanding: Knowledge and understanding of the
basic concepts of strategy; Understanding the challenges faced by firms
& within Industry 4.0 and the strategic options and actions required.
Skills /application of knowledge and understanding/: Ability to relate
concepts; Ability to apply the instruments of analysis to build a strategic
roadmap; Ability to assess the strategic options available to the firm and
their impact on business performance.
Transformation for Industry 4.0
The module is designed to be delivered in 10 contact units and 20 total
hours of participant engagement.
Driven by the emergence of new technologies, industry 4.0 is a new
generation of connected, robotic and intelligent plants. With the digital
revolution, the boundaries between the physical and digital world are
shrinking to give life to an interconnected 4.0 factory in which workers,
machines and products interact. Industry 4.0 is a challenge and a real
opportunity for the industry.
However, this revolution is accompanied by many changes that it is
important to identify, understand, support, and manage.
• To do so, first of all, this revolution must be revisited in the great
industrial revolutions.
• Second, we will present the different types of management that
accompanied these revolutions.
• Third, we will focus on the limitations of these types of management,
particularly their impact on the health of operators: mainly stress and
burn-out.
• In the fourth section, we will discuss new forms of management that
give way to operators (e.g. “released/liberated” companies).
Knowledge and understanding: To understand the different
management paradigms, their impact on the human beings as operators,
& and the opportunities that can be associated to Industry 4.0
implementation.
Skills: To be able to correlate management practices to impacts that can
be observed in a company, then to analyse what kind of practices should
be useful in the context of Industry 4.0.
Industry 4.0 technologies
The course is designed to be delivered in 10 contact units and 20 total
hours of participant engagement. It covers the different technologies
that support Industry 4.0 concept. Each technology is described, and
examples of the application of technologies are given. Their mutual
complementarity is then studied in order to introduce the global target
to be defined before their implementation.
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Training
outcomes:
Knowledge
Skills

Module 5
Description

Training
outcomes:
Knowledge
Skills

Knowledge: To understand the different technologies supporting
Industry 4.0, their benefits, as well as the main considerations before
& their implementation.
Skills: To evaluate the impact of each technology upon industrial
companies; To evaluate their interest for a specific company; To build a
vision focused on Industry 4.0 of this specific company before defining
an implementation path.
Chain Lab: How to start a pilot project?
This module aims to give students a roadmap to implement a pilot
project for digital transformation in SMEs. Students are advised to
choose a specific company to implement the pilot project on.
Knowledge and understanding: Understanding the challenges faced by
firms within Industry 4.0 and the strategic options and actions required.
& Skills /application of knowledge and understanding/: Ability to apply the
instruments of analysis to build a pilot project in a SME; Ability to
understand impacts at different levels – strategic, human resource,
technology, management.
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IV. Content
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1.1. Module 1: Introduction of Industry 4.0
1. Description
The course is designed to be delivered in 10 contact units and 20 total hours of participant engagement. It
covers the essentials of Industry 4.0 (I4.0), defining it and its core elements. Through the theoretical
background, the best practices and the cases, the participants will understand the scope of I4.0, the
benefits and the challenges and obstacles for implementation.

2. Training Outcomes
Knowledge: To understand the history of the industrial revolutions, the scope of Industry 4.0, its core
elements, its benefits, as well as the main challenges and obstacles for implementation.
Skills: To recognize application of Industry 4.0 in both production and service based companies; To take
part in identification of opportunity for improvement of processes using Industry 4.0 based skills.

3. Training Material
3.1. What is I4.0? - Where does the term come from?
The term Industry 4.0 embodies the fourth industrial revolution. In order to explain the terminology, an
understanding of the previous developments in the manufacturing industry is indispensable within the
three preceding development stages, which build on each other. The first industrial revolution, driven by
the development of the steam engine, began in 1750. The possibility of using machines to perform work
was the foundation for industrialisation and companies developed from craft businesses to industrial
enterprises. The second industrial revolution started around 1870 and was characterised by electrically
powered machinery and the assembly line principle (mass production based on the division of labour).
Manufacturing plants became more efficient and mass production became possible. The third industrial
revolution began in the 1960s with the increased use of IT and electronics in production. Automation
facilitated both and more varied series production (Bauernhansl, 2017; Kreutzer/Land, 2016; Siepmann,
2016).
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Volatile markets, new international market participants, demographic developments, changes in global
logistics flows, customer-specific products and increasingly complex processes are examples of
developments that force companies to react in order to maintain their competitiveness as manufacturing
companies in Europe. After the arrival of mechanised processes, electrical power, electronics and
information technology in companies, "Industry 4.0" as the fourth industrial revolution describes the use
of digitization beyond company boundaries, to interconnect so-called cyber-physical systems via the
Internet of Things.
The understanding of Industry 4.0 is as follows for this course:
Industry 4.0 describes the comprehensive introduction of information and communication technology (ICT)
and its interconnection to the Internet of Things, Services and Data with the aim of real-time control of
production and value creation networks. Autonomous objects (work pieces, storage and conveyor systems,
robots as well as machines and equipment), mobile communication, real-time sensors/actuators and ICT
enable a paradigm shift from once centralized control systems to decentralized, flexible coordination of
self-control-ling processes. Accordingly, it will be possible to react quickly, de-centrally and flexibly to
customer requirements and to economically produce in great variety with simultaneously low batch sizes,
as well as to successfully introduce new, customer-oriented business models. This leads to a further
increase in competitiveness. Each company must find or define its own combination and its own roadmap
to Industry 4.0.

3.2. Conceptual delimitation
"Industry 4.0" is a marketing term that is also used in science communication, and stands for a "future
project" (the high-tech strategy website). The so-called fourth industrial revolution, to which the number
refers, is characterized by individualization (even in mass production) or hybridization of products
(coupling of production and service) and the integration of customers and business partners in business
and value-added processes (Bendel, 2019).
There is currently no commonly accepted definition for the term DT. Moreover, the digitalisation and
digitization are often used interchangeably (Schallmo & Williams, 2018, BDI & Roland Berger, 2015). In the
following chapters, the definitions of Industry 4.0 and further cyber physical systems as enabling tools as
well as the core elements of Industry 4.0 will be explained.

3.2.1. What is digitization, digitalization and digital transformation.
Which ideas do we use?
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Fraysee (2013) based his definition of digitalization on three different approaches: First, from the business
point of view, digitalization is partially or totally changing a product, a service, a brand or a business
activity in the digital world. This transformation also considers information technology and
communication as well as connected uses of consumption. Second, from an organizational point of view,
it corresponds to the conduct of the change inherent in the integration of ICT (Information and
Communications Technology) in the processes and organization of work. Third, it can be defined as the
explosion of life that is daily associated with multiple screens. Brennen and Kreiss, however, base their
definition on the third view of Fraysee, the social life and how people interact with each other in the 10s
of the 21st century (Brennen, Kreiss, 2014; Bloomberg, 2018).
In the narrow sense of digitalization in the industrial context it can be defined as the transformation of
business models using digital technologies and their internet based Internet of Things (IoT) networking to
create value (Wallmüller, 2017; BMWI, 2015). This implies the increasing transformation of (all) analogical
information into data that can be processed with information technology (digitization). Digitalization can
take place on three levels: (1) products and services, (2) processes and decisions, and (3) business models
(Matzler et al., 2016).
In general, digitalization implies the integration of digital technologies into everyday life by the digitization
of everything that can be digitized. Consequently, digitization can be defined, as the conversion of
analogue information in any form (text, photographs, voice, etc.) to digital form (Schallmo & Williams,
2018) with suitable electronic devices (such as a scanner or specialized computer chips) so that the
information can be processed, stored, and transmitted through digital circuits, equipment, and networks.
In this context three terms are used partly overlapping in literature: digitalization, Internet of Things (IoT)
and Industry 4.0 (I4.0).
The terms overlap in part and can be differentiated analytically as follows (see Figure 3-2): Digitalization
covers the entire consumer IoT field (consumer IoT, e.g., smartphones, TV sets) and a large part of
Industry 4.0, with the latter being a part overlaps with IoT (Industrial IoT), but also has components that
can function without internet technology (e.g., automation, Manufacturing Execution Systems [MES]).
A smaller, but all the more important part of Industry 4.0 does not include digital technologies, which are
lean production - management and people (e.g., acceptance issues). Finally, there are also digital
technologies outside the terms of IoT and Industry 4.0 (e.g., digital radio transmission) (Bischof, Tschandl
and Brunner, 2017).
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Figure 1 Definition of terms in digitalization

3.2.2. Cyber-physical systems (CPS) as technological enablers and
Economical Drivers of I4.0
Cyber-Physical Systems (CPS) are considered technological enablers of Industry 4.0. They connect the
virtual world (cyber) with the real world (physical). Cyber-physical systems in production include
intelligent machines, storage systems and resources that independently exchange information, trigger
actions and control each other independently. They are designed to create intelligently networked
factories and value chains that enable more flexible, efficient and customized production. In principle,
cyber-physical systems can also be used in non-production applications come and consist of three
components:
Table 1 Components of cyber-physical systems (ICV 2015)
● Physical component Embedded
● Intelligent
systems
component
● Networking
component

Physical objects (devices, buildings, means of transport, production facilities, logistics components, etc.)
containing an "intelligent" component (sensors, storage facilities, etc.) are referred to as embedded
systems. These embedded systems are already widely available today. What is new is that they network
with each other and on the Internet. The networking enables the individual objects to communicate with
each other.
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The described communication is made possible by developments in different areas. The interaction of
electronics, software engineering, networking and mechatronics shape the development of cyber-physical
systems.
Table 2 Development towards intelligent technical systems
Source: author’s illustration based on ICV (2015), Gausemeier et al. (2014), Kagermann et al. (2013)
Miniaturization of electronics - Increasing performance with reduced space cyberrequirements
physical
Establishment of software engineering - Increasing performance of programming systems
languages
Networking of information systems - Merging of the physical and virtual worlds
Progressive mechatronics - Intelligent behavior through information and
communication technology

The development is towards ever more comprehensive systems with more connected components. The
starting point is closed, embedded systems. An autonomously controlled airbag is an example of this. At
the next stage of development, two or more embedded systems are then networked together, albeit
within a self-contained system (e.g., automatic parking of a car). If networking goes beyond this closed
system boundary, then we are talking about cyber-physical systems. An example is an intelligent
intersection. It uses data from traffic jam messages to optimally control traffic.

Figure 2 The development stages of embedded systems for the Internet of Things, Data and Services
(following: acatech 2011)

3.2.3 The core elements of industry 4.0
It is important to understand that the isolated use of current technologies such as RFID, cloud computing,
20

augmented reality, embedded systems and big data is not the same as the implementation of Industry
4.0.1 Actual implementation can only take place via the use of cyber-physical systems in the context of
overall integration.
The following table summarises relevant technologies, key terms and approaches that are relevant in the
context of industry 4.0 and can be helpful for further understanding.
Table 3 Key terms in the context of Industry 4.0
Term

Author

Augmented
Reality
(AR):
... is a combination of the reality that is perceived and a ● Roth 2016. p. 261.
reality that is generated by the computer. AR offers the user
● Mayer/Pantförder 2014,
in addition to his real perceptions further information that is
p. 486-487.
directly related to the perceptions. Example: Display of
additional virtual information via the camera of a mobile ● Craig 2013, p. 1-2.
device (data glasses, smartphone)
Big Data:
…is an information object that is characterized by high ● De Mauro et al. 2016, p.
volume, diversity, and speed, which requires specific 131.
analytical methods and technologies to be transformed into ● Curry 2016, p. 31.
value.
Cloud
computing: ● Fallenbeck/Eckert 2014,
... refers to hardware functions, software or digital p. 397-431.
applications made available as services via the Internet. ● Ortner/Gerhardter 2012,
Applications are stored in a virtual "cloud" operated by the p. 37-42.
provider – the cloud is comparable to a data centre.
● Mell/Grance 2011, p. 3.
Cyber-Physical
Production
Systems
(CPPS): ● Wiesner/Thoben 2017,
… are cyber-physical systems used in the manufacturing p.63.
industry, which enable a continuous contemplation of ● Siepmann 2016, p. 29.
products, means of production and production systems ● Vogel-Heuser 2014, p.
under consideration of changing processes. CPPS promote 39-40.
new production processes to reduce time-to-market and ● Kagermann et al. 2013,
optimize quality and costs.
p. 84.

1

See the explanation of industry 4.0 terms in Table below.
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Cyber-Physical
Systems
(CPS):
... define a fusion of physical and digital systems using ● Paetzold 2017, p. 28.
actuators to directly influence and sensors to monitor and ● Bondavalli 2016, p. VII.
capture the physical environment. Objects, buildings, ● Bauernhansl 2014, p. 15.
equipment and production facilities contain logistics ● Geisberger/Broy 2013, p.
components and are equipped with embedded systems that 244.
enable them to communicate via the Internet. CPS combine ● Kagermann et al. 2013,
different engineering approaches from the fields of p. 84.
mechanics,
electronics,
IT,
control
engineering, ● Spath et al. 2013,
● VDI 2013, p. 3.
thermodynamics and materials engineering.
Embedded Systems:
● Bauernhansl et al. 2014,
... are software and hardware components integrated into a p. 15-16.
comprehensive, technical system, which serve the realization ● Kagermann et al. 2013,
of system-specific functional characteristics.
S.85.
RFID
(Radio
Frequency
Identification): ● Siepmann 2016, p. 51... describes the identification of various objects using 53.
readers and electromagnetic waves emitted by RFID tags ● Krieger 2014,
attached to the object. The identification of any objects Abrufdatum: 19.12.2018.
within logistic process chains as well as the linking of objects ● Geisberger/Broy 2013, p.
and information and thus, the optimization of processes are 254.
the goals of the use of RFID systems.
Industrial Internet of Things (IIoT)
● Müller/Voigt 2018, p.
... describes the integration of IoT technologies within the
659.
industrial value chain. The aim is to enable fully digitalised,
● Lee/Zhang 2017, p. 335.
self-controlling and decentralised industrial value chains.
Internet
of
Things
and
Services
(IoTS): ● Bauernhansl 2016, p. 16... describes things that are equipped with IP addresses and 17.
are able to exchange information with other objects and IT ● Siepmann 2016, p. 26systems via sensors and microchips and to withdraw and use 27.
provided services. IoTS describes the "extension of the ● Schlick et al. 2014, p. 57ubiquitous Internet" to various everyday objects, called 84.
Smart Products that are becoming an integral part of the ● Kagermann et al. 2013.
Internet.
● Ashton 2009.
Smart
Factory:
Individual companies or groups of companies that use ICT
(Information and Communication Technologies) for product
● Roth 2016. p. 265.
development,
production,
logistics
and
interface
● Bauernhansl 2014.
coordination with customers in order to be able to respond
● Kagermann et al. 2013.
more flexibly to incoming inquiries. A Smart Factory is able to
● Heng 2014. p. 4-5.
master complexity, is more fail-safe and enables a more
efficient production. Communication between people,
machines and resources is a matter of course and
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comparable to a social network.
Artificial Intelligence
… is the study of how to make computers do things at which,
at
the
moment,
people
are
better. ● Rich 1983.
It is the technology that allows machines to interact with ● Ertel 2011.
humans, data, and the entire ecosystem and learn from this ● Maheshwari 2019.
such that they can perform more than what either humans ● Neugebauer 2018.
or machines can do on their own.
Additive Manufacturing
… is used to create a three-dimensional object from a digital
model by adding material layer by layer. It allows designers ● Maheshwari 2019.
and manufacturers to build complex parts such as tools, toys, ● Gebhardt 2017.
spare parts, etc., at a fraction of the cost compared to what it ● Kumar, Pandey,
takes to buy the actual product and saves the time involved Wimpenny 2018.
in the copying, moulding, and shaping processes.

3.2.4 Best Practices
Industry 4.0 is a strongly technology-driven topic, which is the introduction to innovative information and
communication technologies. In practice, numerous projects are in progress, their focus is primarily
technical (see the Table below).
Table 4 Examples of Industry 4.0 initiatives in companies (Sauter et al., 2015)
Company

Branches

I4.0 Initiative

Automotive
Industry

Optimization of
production logistics
through traceability

Festo AG & Co.KG

Drive
technology

Smart Factory Flexible just-in-time
production with
optimum capacity
utilization

HARTING
Technologiegruppe

Electronic
components

Integrated Industry
–
Next Step

Daimler AG

Enabler Technology
●
Ad-hoc networkable
sensors
●
Traceability and realtime system image
●
Interface to existing
CPS and logistics chain
●
Interface standards for
production modules
●
Modular / selfconfiguring software
●
Simulation of order
situation and production
layout
●
Traceability, real-time
feedback and M2M using
RFID technology
●
Vertical integration
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Maschinenfabrik
Reinhausen
GmbH

Energy
Technology

Siemens AG

Technology
Group

Würth Group

Connection
technology,
C-parts
management

(from field level with RFID
and sensors up to the SAP
Backend-System
●
CPS
Manufacturing
●
Interfaces
Neutral
Execution
networking of people and
System
machines (vertical integration
(MES) ›MR-CRM‹
of ERP, NCPrograms and
quality assurance)
●
Totally Integrated
Software and
Automation
automation
●
PLM software
solutions for the
●
Digital picture of the
smart factory
factory
Data transfer of
●
Traceability and M2M
inventory data and
communication
for
the
optical ordering
transmission of inventory
system based on a
data
Kanban system

For a deeper insight on how to handle digitization and ongoing business projects, follow more detailed
examples of practices provided in subsection 3.2.6 Additional Information Examples for Industry 4.0 in
practice within the current module.

3.2.5 Trends and barriers
Ever smaller, more powerful and, most importantly, cheaper electronics now make it possible to fit almost
all hardware components with sensors. Smart materials enable sensors to transmit data wirelessly. The
Industry 4.0 concept of connection goes way beyond production plants and integrates customers, business
partners and processes in a cloud-based platform.
New technologies like additive production afford industry the ability to react quickly and individually to the
customer needs. Safety guards are disappearing in factories as sensitive robots are capable of perceiving
human workers and working with them “hand in hand”.
Over the long term, Industry 4.0 will lead to the production system being able to organise itself
independently. On the other hand, there are barriers against the development in Industry 4.0 referring in
example to the ability of machines to oversee the working people, and thus, deprives them of intimacy
(Rauch et al, 2019), creates dependence on robots. Another example is the lack of expertise (lack of
culture, visions or internal training in the digital domain, as well as lack of specialists which are
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impediments to the accelerated development of Industry 4.0). Impediments to Industry 4.0 development
are occurring due to the lack of regulations and working procedures in developing countries, the lack of
legislation in place for the development of Cloud Computing, Cyber-Security, Augmented Reality, Artificial
Intelligence (Emmer et al., 2017; Türkes et al., 2019).
The following section outlines the new trends summarized in the hype cycle of Gartner and illustrates the
barriers, risks and challenges that confront the change.

3.2.5.1 Gartner Hype-Cycle and the five megatrends 2019
The Hype Cycle for emerging technologies distils insights from more than 2,000 technologies that Gartner
profiles into a succinct set of must-know emerging technologies and trends. With a focus on emerging
tech, this Hype Cycle is heavily weighted on those trends appearing in the first half of the cycle. This year,
Gartner refocused the Hype Cycle to shift toward introducing new technologies not previously highlighted
in past iterations of this Hype Cycle. These technologies are still important, but some have become
integral to business operations and are no longer “emerging” and others have been featured for multiple
years (Gartner, 2019).
The analysts derive five megatrends from this. In 2019, they revolve around the interaction between man
and machine. According to Gartner, the use of sophisticated artificial intelligence (AI) systems is decisive
for the company's success (Pütter, 2019; Panetta, 2018).
1. Sensors and Mobility: At the heart of the Internet of Things (IoT) are sensors. Within ten years, a 3D
map of the Earth will be created, expects Gartner. Businesses will use the physical space to interact
with their customers. They should now check the use of 3D-sensing cameras, drones (as deliveries) and
autonomous vehicles. Keyword is autonomous vehicle: in the future they will also be used in the air.
2. "Expanding" the human: ever more sophisticated prostheses replace or reinforce human limbs. Socalled exoskeletons, for example, that buckle up workers seemingly lend people super powers, while at
the same time protecting the spine, joints and muscles. This not only increases the possibilities in
production or transport, but also helps nurses - and their patients. In the future, the term "augmented
human" will also be about the use of biochips and augmented intelligence.
3. Post-Classical Computing and Comms: Post-class computing is characterized by completely new
architectures. For example, Low Earth Orbit (LEO) satellites around the world are reducing Internet
connection latency. This will allow private households and businesses from previously unexplored
regions to join. For decision makers in companies, technologies such as 5G, Next Generation Memory
and Nanoscale 3D printing are interesting.
4. Digital Ecosystems: Gartner understands digital ecosystems not just as a union of companies - initially
possibly competitors - suppliers and partners, but also as involving things. The necessary technologies
revolve around the decentralized network, knowledge graphs (visualization of structures containing
objects and connections), synthetic data (artificially generated data, for example, to test production
facilities and learning models) and DigitalOps (digitized development of DevOps, an artificial word from
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development and Development Operations).
5. Advanced AI and Analytics: Business Leaves Behind Traditional BI (Business Intelligence) Solutions. They
work with adaptive machine learning, Edge AI (AI for Artificial Intelligence), edge analytics and graph
analysis. AI platforms work on the As-a-Service model (AI PaaS).

Figure 3 Gartner Hype Cycle for emerging Technologies 2019 (Gartner 2019)
Gartner assigns every trend to a timeline and efficiency as seen in Figure 4. Thus, 5G will have achieved a
high degree of utilization within two to five years and will have a high impact. Even more powerful namely "revolutionary" - will be the influence of augmented intelligence and Edge AI. Gartner also credits
the decentralized network with revolutionary potential. However, this will only become noticeable in more
than ten years.
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Figure 4 Priority Matrix of Emerging Technologies 2019 (Gartner 2019)

3.2.5.2 Barriers, risks and challenges
Alongside the opportunities and possible applications described here, there are also many diverse risks
and challenges associated with comprehensive networking. Some of those risks and challenges are
described in this section (see figure 5).

Figure 5 Risks and challenges when implementing Industry 4.0 (PwC 2014 and Kagermann et al. 2013)
In order to be able to use cyber-physical systems across the board, it is necessary to have a highperformance infrastructure in place. The communication network currently in existence cannot guarantee
such a qualitatively and quantitatively high level of data exchange, making the expansion of the existing
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communication one of the basic requirements for implementing Industry 4.0. To do this, we need an
industrial broadband infrastructure which offers guaranteed latency, system stability and quality of
services and which does so with a guaranteed, blanket broadband. The overriding demands upon an
effective broadband infrastructure which reaches many users are simplicity, scalability, security,
availability and affordability (Kagermann et al. 2013, p. 49).
Due to the availability of data in clouds and integration beyond the borders of firms and countries, many
interfaces are created which offer potential for attacks. These attacks can take many different forms. On
one hand, for example, production data is valuable and hence, also a coveted good. It can be assumed
that attempts will be made to appropriate this data by means of industrial espionage. Additionally,
problems can also occur among the users of a cloud. They could take advantage of weaknesses in order to
acquire more rights as a user of a platform than were actually intended. On the other hand, attacks can
also focus directly on manipulating production (sabotage), resulting in the risk of expensive production
outages or even a threat to the physical safety of employees. The existing security architectures cannot
simply be transferred to Industry 4.0 technologies. Plants cannot keep on pausing operations in order to
load security updates. Additionally, data transfers and control instructions between the cloud service and
participants also require secure channels (Fallenbeck & Eckert, 2014, p. 397).
By saving data in clouds there is a de facto shift in the functions away from the physical devices. This, in
turn, means that they need less data storage capacity, calculating capacity and energy consumption.
However, it also means that the individual plants are no longer independent from external data sources.
The crux here is that if the cloud goes down or is unavailable, the lack of access to the cloud’s data and
applications equates to a complete breakdown in production. To prevent this, security architectures and
protection systems must be created which nullify this enormous risk. The storage, use, processing and
dissemination of data from the cloud must be protected. Guaranteeing protection against attack and
during operations in what are de facto open and cooperating systems is a major challenge (Fallenbeck and
Eckert 2014, p. 397).
From the perspective of data protection there are aspects which have to be worked on, for example there
is an urgent need for action in dealing with employee data. Data about where employees are, movement
profiles and usage profiles are being recorded permanently, which constitutes a serious threat to the
privacy of employees. The creation and enforcement of underlying data protection is an enormous
challenge and it falls to both politicians and companies to create the prerequisites which guarantee the
proper protection of this data. This will also play a crucial role in the acceptance of the new technologies
among the workforce (Fallenbeck, Eckert 2014, p. 397).
The challenges from the business management perspective are also immense. Technological and nontechnological challenges were identified as part of a survey by PricewaterhouseCoopers (PwC). What is
interesting from the controlling perspective is that nearly half of the executives from German companies
questioned saw the greatest challenges for Industry 4.0 in the lack of clarity concerning the economic
benefits of the high investments. This was the top answer because the implementation of Industry 4.0
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technologies requires enormous investments in plant and equipment, in research and development, and
in training and education. However, despite these known investments, the potential benefits have yet to
be unequivocally and reliably quantified. Additionally, the lack of prioritization by top management was
also identified by the participants as a further hurdle. For the implementation of Industry 4.0, it is
necessary that top management recognize the importance of this topic and handle it as a top priority. This
is a fundamental requirement for the development of an internal corporate vision and roadmap for
Industry 4.0 (PWC, 2014, p. 36).
Together with Ingenics AG, the Fraunhofer IAO has carried out the representative market survey
“Production Work of the Future – Industry 4.0”. 518 decision-makers from mainly mid-sized companies
participated. The respondents all saw a clear value-added from using Industry 4.0. It was not the technical
requirements which they identified as the main barriers to implementing IT innovations but “the lack of
ability to change within the organization” (Spath et al., 2013).

3.2.6. Additional Information Examples for Industry 4.0 in practice
For a deeper insight on how to handle digitization and ongoing business projects, follow more detailed
examples of practice below:
•

Visualized real-time productivity at Hansgrohe

Hansgrohe has deliberately decided on the topic of Industry 4.0 in several steps. The project was already in
2010 "BDE online" launched. Until then, production was a more or less IT-free zone. Production orders
were printed out and the shift leader was responsible for scheduling them. The workers, in turn, noted
down the required times on the order papers and returned them to the shift supervisor after completion.
Workshop clerks ensured that the information was entered into SAP.
Everything has changed completely with "BDE Online". The employees now log in with their ID on the
respective assembly line. Likewise, the start of the production order is communicated to the system. For
this purpose, a terminal with card reader and a scanner integrated into the line was set up for each
assembly line. For Hansgrohe, it was extremely important that the system be intuitive and easy to use. The
coworkers did not have any experience with the use of keyboard and mouse.
The core functionality is that every manufactured product on the end of the assembly line is scanned.
Scanning generates a Feedback, whereby the system determines the current productivity - both for the
order and cumulated for the relevant shift. Employees are thus informed in real time about actual
productivity. At the same time, the collection effort was drastically reduced. The methodology described
was adopted successively for all highly frequented assembly lines in the Hansgrohe Group. The project
phase "BDE Online" was completed in 2013. Overall, productivity in these areas increased by 3%, which has
contributed to a significant cost reduction. As part of the second project step all machines in the
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manufacturing execution systems (MES) in the area of basic production (machining centers, casting and
injection molding machines) are connected to a central MES system.
•

Business model innovation at Trumpf

The machine tool for processing sheet metal is currently the focus of Trumpf. The activities concentrate on
the further development of the machine to increase the speed of the machining process, to improve the
quality of the parts produced and to increase the availability of the overall system. Digitization has
significantly influenced these developments in recent years. Software has established itself as a
competence field in addition to hardware (mechanics, electronics).
Software developments in machine tool control and control of the sheet metal production process have
resulted in productivity gains that would not have been achievable with hardware development. The
typically complex, linked manufacturing systems of customers can be intelligently networked with each
other through digitization. For example, it optimizes the loading of production orders to the respective
state of the machines (utilization, availability, maintenance status). This happens in real time and thus
takes into account current developments in the factory: on the order side as well as on the factory side.
Industry 4.0 goes far beyond that: Industry 4.0 reinvents business models. Machine tool users will in future
source digital products from web-based technology platforms or Internet marketplaces. With these
products, they will raise both the efficiency of their machines and their production to a new level. In the
future, sheet metal workers will be able to retrieve the technology data they need for processing specific
metal sheets on the respective machines order-related online. An investment-intensive purchase of
complete technology databases - usually together with the purchase of the machine - can thus be avoided.
Unnecessary data does not have to be procured.
Excessive investment is avoided. Another advantage: The most up-to-date technology data is used. A
comparable business model is the permanent online maintenance of the machines (e.g., monitoring the
machines with state-controlled adjustment of the machine parameters). A common feature of all digital
business models is that manufacturing companies have online (or web-based) information, programs and
solutions for their machine tools that enable them to get the most out of their machine tools. Trumpf is
working to develop these business models to make metal processing even better and cheaper.
•

Mobile production management at Wittenstein

In the sense of Industry 4.0, Wittenstein has introduced a mobile assistance system for production
employees. It leaves targeted information queries for production orders in production planning and
control too. The application also supports the recording and documentation of incidents in production (socalled "escalations"). The main benefit of mobile production management lies in the effective access to
information as well as the acceleration of the escalation process.
In the first step, all machines and workshop workstations were equipped with data matrix codes and also
generated on the production order papers. At the same time, the core functions of production planning
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and control were ported to a tablet computer with a camera function. With this system, the employee can
be location independent, retrieve scheduling information about production orders. He/she navigates on
the tablet through an app menu. The scanning of a code on the machine, or on the production documents
of its material, allows the worker to get directly to information of the planned job at his workplace, or the
intended production sequence.
Through the system, the employee is able to create escalations on site and report them to the responsible
person in charge. He scans the code at his workplace and selects the corresponding production order in
which the incident occurred. In addition to the description of the problem on the keyboard, he/she has
additional options (photos, videos and / or voice messages) and can save them as an attachment in the
message. After transmission of the data, the recipient will be notified immediately by e-mail.
The escalation process is thus more structured and faster. It further increases the quality of the
documentation. The increased information content helps to identify and eliminate constantly recurring
errors in the processing of a material.
•

Connected production at Euchner

With around 10,000 product variants in 57 product families, Euchner is a specialist in small batch and
variant production, delivering 90% of all orders to customers within three weeks. This variant variety with
short delivery time and worldwide procurement activity requires the almost exclusive Domestic
production. To make this economical and the Clarity for dispatchers and production planners, the
complexity is reduced by eliminating plan data and data collection. As far as Euchner is concerned, the
expectations placed on Industry 4.0 are to ensure the competitiveness of German production as well as
mastering small batches up to lot size 1.
Controlling the variants with simultaneous, cost-effective production planning and scheduling is today a
clear conflict of objectives. The optimum planning of capacities for different production order types
(Kanban, sales plan, order-related production) requires a large number of planning data (batch splits,
resources, machine times). Purchasing is heavily burdened with operational tasks due to the large number
of procurement parts. It could be relieved of these routine activities with existing database and
automation.
The networked production propagated in Industry 4.0, the merging of IT and production technology has
the potential to generate this information that is not available today:
● Automated feedback of produced quantities and individual process steps and not just finished
notification of the entire lot at the end of the assembly.
● A day-to-day update of production capacities and not the weekly freezing of production
planning.
● Permanent overview of the capacity utilization: If they started order is completed 90% or which
process steps and quantities are still pending.
● Automated order from suppliers after the production order has been loaded using the current
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subscription / ordering data.
● Products can be tracked in production and report the order processing their imminent
"availability" or an impending delay. If necessary, the production planners could take
countermeasures or the sales department with customers could clarify the acceptance of partial
deliveries in good time.
● Eliminating serial number capture when shipping products now allows only batch-based
traceability. An automated readout of the serial numbers via RFID technology during removal
from the dispatch warehouse would not make shipping more expensive, but would significantly
improve the database.

4. Case study
The following cases from the CHAIN project’s “Set of Case Studies: Analysis” have been selected:
BBG Baugeräte GmbH

Established date: 1919
Business sector: Tools for the construction and quarrying, blast furnace and steel industry as well as
underground mining
Number of employees: 70
Turnover 2018: 12 Million EUR
Partners: FAVRE SARL / BBG TMT AG
Presentation: BBG Baugeräte GmbH is an internationally active group of companies headquartered in
Kapfenberg/Austria. The subsidiary FAVRE SARL is located in Bezons/France. The BBG Group specializes in
products for the construction and quarrying industries, the blast furnace and steelworks industries, and
underground mining. With around 70 employees, BBG develops, produces and sells low-vibration and
silenced pneumatic hammers in various weight classes. Furthermore, the product portfolio includes
pneumatic and hydraulic tap hole drilling machines for blast furnaces and non-ferrous metal furnaces,
machines for repairing tap holes in electric ovens and steel converters as well as special products for
mining.
Transformation I4.0: The idea to change the processes with Industry 4.0 came up in 2017 and the first
steps started at the end of 2018 and the beginning of 2019. The motivation behind it was that the topic is
on everyone's lips and the companies are constantly confronted with it. With the help of the tool
"Business Model Canvas" it was recognized that there was still potential for the current business model to
reach customers that have not been reached so far and that digitalization can be used to support this. The
company deals with the topic, not only because other market entrants do it, but because it has been
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recognized that there were definitely potential to succeed in the market.
SOKOA
Established date: 1971
Business sector: Professional seat specialist manufacturer
Number of employees: 260
Turnover 2018: 46 Million EUR
Partners: Eurosit, Genexco, Sellex, etc.
Presentation: SOKOA is the seat solution specialist and the French leader in office chairs. It designs,
develops and manufactures seats for companies, professionals and communities. SOKOA was formed
from a development project intended to help create jobs in the Basque Country by promoting public
savings plan “crowdfunding". During its growth, SOKOA embarked on an external growth policy by
acquiring companies in Europe around its business. Its aims are to strengthen its know-how, to extend the
range of products and specially to access to complementary markets.
Transformation I4.0: At the beginning, the company was an office chairs distributor but for the last 10-15
years, SOKOA has turned into the design and production of seats. Currently, 63% of turnover is achieved
with its own products. Following this transformation, SOKOA wishes to industrialize. A strategic
development plan was set up in 2013. The idea was to implement industrial investments with a logic of
continuous improvement, development industrial performance and improvement working conditions.

5. Conclusion
Industry 4.0 is the fourth in a series of industrial revolutions. Three industrial revolutions have hitherto led
to paradigm changes in manufacturing process such as water and steam mechanization, mass production
in assembly lines and automatization through IT solutions. The fourth industrial revolution marks a new
stage in the transformation of companies’ organisation. All along the implementation of Industry 4.0
phenomenon, many definitions were given depending on the context of applications. However, the term
Industry 4.0 as well as digitization is not yet universally defined. Essential components of Industry 4.0 are
the technical integration of cyber-physical systems into production and logistics, their interconnection via
the Internet of Things and Services (IoTS), as well as the implications for value creation, business models,
work organization and downstream services. This requires a new level of organization and control of the
entire value chain across the lifecycle of products. The basis is the availability of all relevant information in
real time through networking of all entities involved in the creation of value. The combination of people,
objects and systems creates dynamic, real-time optimized and self-organising, cross-company value
creation networks that can be optimized according to different criteria such as cost, availability and
resource consumption. The evolution due to new technologies and new market models highlight the
33

necessity to identify new challenges in terms of management, skills, jobs and organization.

6. Quiz
6.1. Which are the development stages of embedded systems for IoT bottom up?
Choose more than one answer:
a) Networked embedded systems
b) Production Planning Systems
c) Cyber-physical systems
d) Robotics/Automated Guided Vehicle Systems
e) Internet of Things, Data and Services
Correct answers: a), c), e)
6.2. What are the 6 fields of Action of Industry 4.0?
Choose more than one answer:
a) Automation
b) Supply Chain Management
c) Lean Management
d) Duration
e) Digitization
f) Human Rights
g) New Business Models
h) Human Resources
Correct answers: a), b), c), e), g), h)
6.3. What is the difference between digitalization and digitization?
a) Digitization - the conversion of analogue information in any form (text, photographs, voice, etc.) to
digital form with suitable electronic devices (scanner/specialised computer chips) so that the information
can be processed, stored, and transmitted through digital circuits, equipment, and networks.
Digitalization - digitalization implies the integration of digital technologies into everyday life
b) Digitization– is the conversion of digital information into a big data format, ready to be integrated into a
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data warehouse where artificial intelligence is able to recognize trends, opportunities and failures to send
feedback
to
the
user.
Digitalization - digitalization implies the integration of digital technologies to handheld devices and the
connection to a cloud based system.
Correct answer: a)
6.4. What is the Gartner Hype-Cycle and which are the five mega trends in 2019?
6.4.1. What is the Gartner Hype-Cycle:
a) The Hype Cycle is a succinct set of must-know emerging technologies and trends. With a focus on
emerging tech, this Hype Cycle is heavily weighted on those trends appearing in the first half of the cycle.
b) The Hype Cycle is a compilation of possible technologies that might be important in the future. With a
focus on emerging technologies, this hype cycle is strongly oriented towards those trends that will occur in
about 5 years.
Correct answer: a)
6.4.2. What are the five mega trends in 2019:
Choose more than one answer:
a) Sensors and Mobility
b) Autonomous Driving Level 4
c) “Expanding" the human
d) Post-Classical Computing and Comms
e) Data Management Platforms (Advertising)
f) Digital Ecosystems
g) Advanced AI and Analytics
Correct answers: a), c), d), f), g)
6.5. What are the risks and challenges when implementing Industry 4.0 (defined by PWC)?
Choose more than one answer:
a) Lack of prioritization by top management
b) Industrial broadband structure
c) International data law
d) Industrial espionage
e) Lack of benefit quantification
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f) Data protection and data security
g) Production outages due to non-availability of data
h) Insecure energy supply

Correct answers: a), b), d), e), f), g)
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1.2. Module 2: Strategy for Industry 4.0
1. Description
This module looks at how a company can design an appropriate strategy for Industry 4.0. The definition of
a strategy becomes essential when we know that there is a high potential for value creation based on
three sources of benefits: reduction of operating costs, increase of efficiency and increase of revenues.

2. Training Outcomes
Knowledge and understanding: Knowledge and understanding of the basic concepts of strategy;
Understanding the challenges faced by firms within Industry 4.0 and the strategic options and actions
required.
Skills /application of knowledge and understanding/: Ability to relate concepts; Ability to apply the
instruments of analysis to build a strategic roadmap
Ability to assess the strategic options available to the firm and their impact on business performance.

3. Training Material
3.1. What is a Strategy
Business strategy can be defined in different ways. In general, strategy is the way a business behaves to
achieve long-term goals, including gaining a competitive advantage. The determination of vision, mission
and long-term objectives and the development of policies and programs to achieve these objectives are
the necessary elements for the development of a strategy. In a dynamic context, the strategy must be
constantly adapted to changing situations.
In other words, strategy tries to answer the following questions:
1. Where is the business trying to get to in the long-term (strategic direction) – Why we do it? What we
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want to become?
2. Which markets should a business compete in and what kind of activities are involved in such markets?
Where do we want to compete?
3. How the business performs better than its competition in those markets? How do we compete?
4. What resources (skills, assets, finance, relationships, technical competence, facilities) are required in
order to be able to compete? Which resources do we need?
5. What external, environmental factors affect the businesses' ability to compete? What is our
environment?
6. Which advantage do we have over our competitors and how do we preserve it?
Within the following topic, we will try to answer the questions in light of the digital transformation
paradigm.

3.1.1 Starting a new Strategy
The redefinition of the company’s strategy becomes essential when we know that there is a high
potential for value creation based on three sources of benefits linked with Industry 4.0: reduction of
operating costs, increase of efficiency and increase of revenues. It becomes evident that companies need
to determine the long run goals and objectives of an enterprise, the adoption of courses of action and the
allocation of resources necessary for carrying out these goals, in view of digital transformation. Firms
should readjust their long-term goals, understand the changes in their competitive environment and
investigate the resources they will need to achieve their digitization strategy (as seen in the Figure 6
below):
Figure 6: Common Elements in successful Strategy
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3.2 Vision
The first step of this realignment is to redefine the long-term goal of the company. A company's vision for
Industry 4.0 should be linked to the company's vision. In strategy, the vision is the ultimate goal of the
organization, what its role in the world is and what the company is trying to transform itself into. This
vision guides the entire strategy of the organization and should guide what is its business area (together
with the "mission" of the organization, which defines what it is today). This vision is a written statement,
which should be ambitious but realistic. It also serves as motivation and inspiration for employees. A well
formulated vision must be actionable, i.e. it must be able to be broken down into future objectives.
Companies must articulate a Vision that considers the possible digital transformation of organizations. In
this way, the company should start by analysing whether its current vision contemplates the digital
transformation that may occur from the implementation of an Industry 4.0 project. This digitalization may
lead to changes in the business model, putting the company on a new path. A clear vision statement is
needed before alternative strategies can be formulated and implemented.
In this way it will be useful to evaluate what the company imagines it will want to be in 20 years’ time.
The creation of a long-term roadmap will allow companies to shape and validate their vision for the
future. At the same time, this guide will allow the organization's culture to be adapted to the digital
transformation and define the procedures for continuous improvement to be established in the coming
years (technological and organizational approach) and establish checkpoints to evaluate the progress of
the transformations made and verify whether the objectives defined by the company have been achieved
(calendar of activities to be carried out to facilitate the process and indicators to be followed in the
coming years).
During the process of developing Vision statement, some organizations use discussion groups of
managers to develop and modify existing statements. Some organizations hire an outside consultant or
facilitator to manage the process and help draft the language. Sometimes an outside person with
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expertise in developing such statements, who has unbiased views, can manage the process more
effectively than an internal group or committee of managers. Decisions on how best to communicate the
vision and mission to all managers, employees, and external constituencies of an organization are needed
when the documents are in final form. In formulating a new vision, that considers Industry 4.0, Top
Management should involve the organization's employees and even customers and partners.
As such traditional manufacturing companies might need to re-evaluate what they do and what they
want to become. These companies will face the need to transform into more knowledge intensive
companies, with more IT and Data driven operations. A good example is Siemens which see itself in its
mission as a company that seeks “to electrify, automate and digitalize the world”, thus distancing itself
from a pure manufacturing company.

3.3. Business Model
Organizations should start by mapping their business model. After this mapping they should reconstruct it
considering the changes underlying the digital transformation of the organization.
A business model is usually as a tool that helps managers capture, visualize and define their business idea
in a way that reflects the core values of the product or service delivered to the client and sustained by the
company.
When establishing the business model, it is important that the person in question analyses the company
in depth and answers a series of questions, since, based on the answers, one or another type of business
model can be implemented. In this case, it is important for the company to check if it has competition in
that service or what makes it different from the rest of the business rivals, how it will get customers, how
growth will occur and how you will win. The logistics and distribution of industrial products are some of
the processes that change the most and that more business opportunities can generate. The business
model must be modified when the company has been able to achieve a higher level of customization of
their services and thus address the needs of many more customer segments and to further expand their
market scope. Consequently, this is not something to ignore but it seems difficult for SME to change it.
Using a tool such as Business Model Canvas it will be possible to analyse the present situation and the
future situation. The Business Model Canvas is a business structuring tool proposed by Alexander
Osterwalder in 2008, as a result of his doctoral thesis. It can be used for documenting existing business
models. It assists firms in aligning their activities by illustrating potential trade-offs.
The tool, which is presented in a visual map, aims to describe everything that is relevant to a business in 9
areas within a framework (Canvas). The map is illustrated in Figure 7.
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Figure 7 – Business Model Canvas

Source: Osterwalder and Pigneur (2010)
1 - Customer Segment: It is the division of your customers according to characteristics, needs, attributes
or other similar points.
2 - Value Proposition: How your company differentiates itself and provides something unique to the
defined customer segment.
3 - Distribution Channels: The company's way of getting in touch with the chosen customer segment.
Normally it involves marketing or logistic actions.
4 - Relationship: The company's way of interacting with the chosen customer segment.
5 - Revenue Streams: Describes the ways in which the company will generate revenue within the
structure of the business.
6 - Key Resources: Main assets and intellectual, physical or human resources that a company needs to
function.
7 - Key Activities: These are the essential actions that must be carried out for the company to function
properly.
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8 - Partnerships: Companies, organizations and any other public of interest that are of support and
facilitate the functioning of the company.
9 - Costs Structure: Describes the company's costs resulting from the operation of the business model in
question.
Now, the technologies and processes associated with Industry 4.0 have the potential to change the value
proposition (speed of delivery, customization, cost, flexibility), the distribution channels and supply chain
(informational integration of the value chain), the relationships with customers (automatic data collection
along the value chain, collection of information from the use of the product by the customer), the
revenue model (products such as services, payment by use, payment by customization), but also the key
activities (additive manufacturing, collection and processing of production data and their optimization),
the key resources (fast and additive manufacturing tools, software tools and models, human resources,
IT, tec.), key partnerships (companies of different types of hardware - from IOT, digital workstations,
software for collecting and processing production data, etc.) and the cost structure of the organization.

3.4. Internal and External Assessment
In any strategy definition, it is fundamental for companies to carry out an internal analysis that allows the
organization to understand where it is, its resources, its competences, strengths and weaknesses. In this
case, the company needs, before designing its plan, to understand its internal situation in terms of digital
maturity.
To evaluate the digital maturity of the organization different models can be used (based on different
dimensions of Industry 4.0).
Ganzarain and Errasti (2016) proposed a model that aims to deal with Industry 4.0 challenges and the
diversification dynamics. There are four strategic perspectives within this model: market, product,
process, value network and five maturity scales (Ganzarain & Errasti, 2016).
Schumacher et al. (2016) developed a maturity model based on others existing models and tools. The
authors examined 72 works on maturity models, highlighting IMPULS – Industrie 4.0 Readiness (2015),
Empowered and Implementation Strategy for Industry 4.0 (2016), Industry 4.0 / Digital Operations SelfAssessment (2016), The Connected Enterprise Maturity Model (2014) and Reifegradmodell (2015). This
model goes beyond the technological focus and includes different organizational features. It has a total of
62 items distributed into nine organizational dimensions: “Products”, “Customers”, “Operations” and
“Technology”, “Strategy”, “Leadership”, Governance, “Culture” and “People”.
Günther Schuh et al. (2017) created a maturity index that evaluates four structural areas of a company
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based on six steps of transformation. The four structural areas are: resources, information systems,
culture and organizational structure. The six levels of implementations are divided into two groups, the
first two represent the basic requirement of Industry 4.0 implementation (computerization and
connectivity) and the others four stages are “Visibility” (related to data collection), Transparency (linked
data availability and analysis), “Predictive capacity” (connected to future scenarios simulations), and
“Adaptability” (related to autonomous degree). This evaluation is made on five individual functional
areas: of development, production, logistics, services and marketing & sales (Günther Schuh et al., 2017).
Lichtblau et. al (2015) propose an assessment tool that is available for self-check in an online version
(https://www.industrie40-readiness.de/?lang=en). The tool measures the I4.0 Readiness degree of a
company assessing topics as Strategy, Innovation, IT System, ICT and factory Infrastructure, data usage,
employee skills, data driven fields and other.
Finally, PWC proposes a self-assessment model composed of five dimensions: “Business Model, Product
& Services Portfolios”; “Market & Customers”; “Value Chain & Processes”; “IT Architecture”; and
“Compliance, Legal, Risk, Security and Tax”. The questionnaire presents a section for respondent
characterization (Industry sector, Region, Country and Annual Revenue) and 33 specific questions for I4.0
maturity evaluation that is translated in four levels: “Digital Novice”; “Vertical Integrator”; “Horizontal
Collaborator” and “Digital Champion”. This questionnaire is also available online (https://i4-0-selfassessment.pwc.nl/i40/landing/).
These types of models help companies evaluate their own digital maturity now, versus where they need
to be. Afterwards, companies should set clear targets for closing the gap; prioritize the measures that will
bring the most value to their business and make sure these are aligned with their overall strategy. It is
necessary to gain commitment to this approach from the full range of top company leadership, and make
sure that commitment is evident to people throughout the enterprise who will base their decisions on
what they believe their leaders want and expect.
This analysis should be complemented with an overall internal analysis that identifies the company’s
unique resources and which resources it needs to implement its digital strategy. A useful tool for this
purpose is the VRIO analysis. The VRIO framework is a tool designed for specifically assessing an
organization's internal environment. It looks at the different internal resources of an organization and
categorizes each based on overall value to the organization. This categorization then allows organizations
to identify the company resources that are competitive advantages. There are four dimensions that make
up the framework, which create the acronym VRIO: Valuable, Rare, Inimitable, Organized. The following
diagram explains how the toll helps find competitive advantage.
Figure 8 – VRIO analysis
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Source: Rothaermel’s (2013) ‘Strategic Management’, p.91
At the same time companies should perform an external analysis that allows the organization to
understand what the main opportunities and threats in the market are, considering its intended digital
transformation.
External analysis should begin by mapping future trends. Companies should anticipate changes in their
market environment, not only in technology but also in other regulatory and economic tendencies. A
PEST analysis might be helpful for this task. A PESTLE analysis, which is sometimes referred as PEST
analysis, is a concept in strategy principles. Moreover, this concept is used as a tool by companies to track
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the environment they are operating in or are planning to launch a new project/product/service etc.
PESTLE is a mnemonic which in its expanded form denotes P for Political, E for Economic, S for Social, T
for Technological, L for Legal and E for Environmental. It gives a bird’s eye view of the whole environment
from many different angles that one wants to check and keep a track of while contemplating on a certain
idea/plan.
There are certain questions that one needs to ask while conducting this analysis, which give them an idea
of what things to keep in mind. They are:
1. What is the political situation of the country and how can it affect the industry? (are there I4.0
support programs?)
2. What are the prevalent economic factors? (in terms of labor supply and education level, main
customer industries and their transformation?)
3. How much importance does culture have in the market and what are its determinants? (demand
for customization, more ecological products, demand for products as services, etc.)
4. What technological innovations are likely to pop up and affect the market structure? (especially
important for the digital transformation of the company – should it choose a proven technology or
bet on something disruptive)
5. Are there any current legislations that regulate the industry or can there be any change in the
legislations for the industry? (regarding automation, data security, etc.)
6. What are the environmental concerns for the industry? (Industry 4.0 has the potential for
resource efficiency)
All the aspects of this technique are crucial for any industry a business might be in. More than just
understanding the market, this framework represents one of the vertebras of the backbone of strategic
management that not only defines what a company should do, but also accounts for an organization’s
goals and the strategies stringed to them.
Figure 9 – PEST Analysis
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Source:
PEST
Analysis
Example:
PEST
Analysis
Template:
paradigm.com/es/diagrams/examples/pest-analysis/pest-analysis-template/

https://online.visual-

Companies should perform a competition assessment and market trend analysis. A competitive analysis is
an assessment of the competition in a certain market aimed at informing business decisions. An
assessment typically involves creating a list of competitors and creating a profile for each competitor that
includes information such as the types of products and services they sell, their market share, marketing
strategies, and notable strengths and weaknesses. The assessment may also include comparisons
between a business's specific products and services and the offerings of competitors. The purpose of a
competitive assessment is to help managers account for the presence of competitors when making
business decisions. This is especially relevant when companies must anticipate the degree of digital
transformation of their rivals. These tasks become more complex when competition may emerge from
other technologic areas (for example, Apple, a software/hardware company, disrupted the smartphone
market, destroying Nokia’s market position).
Identifying the strengths and weaknesses of competitors can allow managers to exploit weaknesses,
emulate strengths, or avoid competing in areas where other companies are especially strong. Failure to
account for the presence of competitors can result in bad business decisions. For example, if a certain
neighbourhood already has a well-established auto repair shop, it might not be wise to open a similar
shop in that area. On the other hand, a new shop that specializes in different or complementary services
might have a better chance of being successful.
Finally, the company should join the different internal and external assessments in a comprehensive
SWOT analysis. The SWOT analysis is one of the most well-known and used business analysis tools
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around. It gained popularity due to its simplicity (covers both an internal and external analysis), though
equally for its effectiveness. The name SWOT is derived from the factors in its grid, namely - Strengths,
Weaknesses, Opportunities, and Threats. Strengths and weaknesses are internal to the company and can
be directly managed by it, while the opportunities and threats are external and the company can only
anticipate and react to them (in this case they arise from our previous external analysis). This tool allows
organizations to uncover the opportunities they have the strength to exploit, and minimize their
weaknesses and the risk of impending threats. Using this tool, organizations are able to distinguish
themselves from competitors and successfully compete in their given marketplace.
Figure 10 – SWOT

3.5. Strategic Roadmap
After assessing their situation, companies should elaborate a Roadmap that helps them align their
transformation. The creation of a roadmap will allow companies to set objectives, define action plans and
align their digital transformation, business model and overall business Strategy. The creation of a road
map/global strategic plan seems to be a key point for structuring future investments, identifying the
expected benefits and anticipating the organizational changes that will be made.
Roadmaps are considered good planning exercises. These are processes that lead to a full examination of
the potential of competitive strategies and present paths for their implementation. Technological
decisions are incorporated as an integral part of the plan, from the beginning and not only as a
subsequent element; they incorporate time in an explicit manner. This helps in the identification of
technologies and the ability to dispose of them within a certain period. Roadmaps also: relate business
strategies and market data to product decisions technology; reveal gaps in plans for product and
technology development; identify areas where it is evident the need for rapid action, before they
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constitute real problems, in order to achieve the desired objectives and solutions and assist in the
prioritization of investments based on strong trends.
At each stage of the roadmapping process, the focus becomes more delineated around important
elements. Once the maps have been drawn up, they are presented to the decision-makers who, in turn,
will be equipped to make their choices among the corporation's objectives. This will allow to organize a
more realistic set of objectives, considering the nature of the competitiveness of the sector or industry.
They can be considered as guidelines or manuals, allowing the team to recognize and act in events that
require changes of direction. Part of the process of developing a roadmap is the creation of a risk map,
identifying events or changes in critical conditions that signal the need to re-evaluate or revise the plan
during its execution.
The sharing of roadmaps allows the strategic use of technologies across different product lines. Crossed
roadmaps can highlight common needs, capabilities that need to be mediated, development costs that
can be shared, and can even constitute for the organization of a database containing available
technologies and technological needs.
Roadmaps provide communication between businesses, plans and technological products to the whole of
the interested community and they help build development teams.
Roadmapping processes can be prepared in three distinct phases.
The first phase consists of preliminary activities, which include meeting the essential conditions. In order
to carry out a roadmap, there is a need for the internal participation of various parts of the organization;
and the external participation of different interest groups, the industrial sector, suppliers and consumers,
as well as government representatives and academics, who bring different perspectives and time
horizons to the process. Roadmaps should be developed based on a set of needs. It is the intended use
that defines the time horizon and the level of detail that is desired. This phase ensures that the context
for the roadmap is specified. It should be identified why a roadmap is necessary and how it will be used.
Finally, it is essential to clearly define the scope, boundary or boundary of the theme under study for the
map to be designed. The second phase is focused on the effective development of the roadmap, and
includes the identification of the "product" that will be the focus of the study; the identification of the
critical requirements of the system and its targets; the specification of the main technological areas; the
specification of the technology drivers and their goals; the identification of technological alternatives and
implementation deadlines; the recommendation of alternative technologies that should be sought; and
the development of the roadmap itself.
The preliminary report of the roadmap should contain the identification and description of each
technological area and its current state; the critical factors that may hinder the good development of the
subject; the mapping of the competencies that are around the multiple technologies; the possible
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impacts and in research and development, in addition to technical recommendations for implementation.
The third phase includes continuity activities aimed at criticizing and validating the roadmap; indicate an
analysis of the recommended alternative technologies and the objectives to be achieved; development of
the implementation plan; and the review and updating of the study. It is important to ensure that key
stakeholders are involved in the implementation of the results.
Roadmaps as a visual tool can be represented as in the figure below:
Figure 11 - Roadmap

Source: Phaal, Farrukh and Probert (2001, 2004a, 2004b)
To build their roadmap, companies might enlist external help (such as research institutes, consultants,
specialized firms) but should also seek to involve the whole organization in the process, gathering ideas,
suggestions and discussing the long-term objectives. This way all levels of the organization will participate
in the strategic process sharing knowledge and know-how, which in the long run will allow everyone to
know what is expected from them, what are the changes that the company will undergo and what is
their role (also this will engage all collaborators in the change process).
Companies might use Value Stream Mapping (VSM) in the creation of this roadmap. VSM method is a
lean-management method of mapping process. The purpose of this mapping is to illustrate, analyse and
improve the steps required to deliver a product or service. As a key element of the Lean methodology,
VSM examines the production steps and information flow of a process, from the starting point for
delivery to the customer. This tool focuses on working on a whole and not a part: on a production line,
the VSM focuses on the whole production and not just a machine. It is used in the product development
processes to reduce cycle time and identify improvement opportunities. It also provides a simple and
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quick way to visualize all activities that deliver value and eliminate those that generate waste.

3.6. Implementing the Roadmap
Firms should start with pilot projects and use them to establish proof of concept and demonstrate
business value. Not every project will succeed, but they will all help you learn the approach that works for
your company. With early successes, you can also gain buy-in from the organization, and secure funding
for a larger rollout. For the early pilots, define a relatively narrow initial scope, but incorporate the end
to-end concept of Industry 4.0 — from materials to the customer delivery (and services after the sale).
Design pragmatically to compensate for standards or infrastructure that doesn’t yet exist. Collaborate
with digital leaders outside the company’s boundaries; work with start-ups, universities, or industry
organizations to accelerate digital innovation.
Success with Industry 4.0 will depend on the companies’ ability to unlock data possibilities and use
analytics in creative and effective ways. Companies should establish cross-functional analytics
capabilities, tied closely to the strategic priorities of the whole enterprise, drawing on in-house staff and
outsourced expertise. They should develop ways of combining data from different parts of the business
— for example, quality, logistics, and engineering functions (which may have had separate and
incompatible monitoring systems before this) — and apply these methods to as many domains as
possible, particularly those that differentiate the company or attract customers.
Companies should learn to get value out of data through intelligent systems design, using real-time
analytics to tailor products to customers and continually improve your processes. Companies should also
adopt an ecosystem perspective and develop complete product and services solutions for their
customers. They should use partnerships to align with platforms if they cannot develop a comprehensive
offering on their own. They can search for ways to bridge the company’s boundaries — perhaps with
technical standards — so that they can profit from being part of platforms that they don’t fully control
(integrating digital value chains, for example). The greatest breakthroughs in performance occur when
firms actively understand consumer behaviour and can orchestrate a distinctive role for the company
within a complex ecosystem of partners, suppliers, and customers.
Finally, to transform into a digital enterprise major changes to the company’s practices and the attitudes
underlying them are necessary. Tone should be set from the top, with clear leadership, commitment, and
vision from the leaders and financial stakeholders. Creating a digital culture is essential, allowing
employees to think and act like technologically adept natives, willing to experiment, learn new ways of
operating, and adapt everyday processes accordingly.
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4. Case study
Case Study
The company
The Erofio Group is a group of three companies: Erofio - Engenharia e Fabricação de Moldes, S.A., Erofio
Atlântico, Lda and Erofio - Investimentos Imobiliários, S.A. His administration is the responsibility of
Manuel Novo together with his wife, Margarida Novo, and his three daughters. This business group is
headquartered in the municipality of Batalha, district of Leiria. The year of foundation of the first
company remittances to 1990 and activity of the same was always linked to the manufacture of molds.
Currently, with a total number of workers around 200, this business group has grown strongly in recent
years, operating mainly in the intra and extra-Community market. Over the years, this group has
developed its activities in the creation and production of moulds for plastic injection and die-casting, for
the automotive, electronics and electronic engineering industries. The Erofio Group, through its rigor and
quality, creates a good image with its customers, some of which are located in France, Germany,
Switzerland, the Czech Republic, Poland, Slovakia, Turkey and the USA. The acceptance in the market of
the moulds that Erofio produces has increased the number of orders, as a result of the great investment
in technical and human knowledge, essential in a sector that requires the latest technology.
Evolution
At the age of 40, Manuel Novo saw his project emerge, founding on April 27, 1990 the company Erofio Erosão por Fio, Lda. It only started its activity in 1992, but since then it has grown a lot. The headquarters
of this first company was located in Maceira, also in the district of Leiria, and its main activity was the
manufacture of molds for the plastics industry. In June 2001, by necessity it changed its legal form, giving
origin to the current Erofio - Engenharia e Fabricação de Moldes, S.A. To follow the evolution of the
sector they created a second company, Erofio Atlântico Lda, a company dedicated to plastic injection,
which was born from the need to satisfy the needs of Erofio, S.A. customers, in the area of thermoplastic
injection. In this way, it was possible to present to the customer a final product, offering a complete
engineering solution for project development and production of parts in series. "Twenty years after the
production of the first plant began, the two industrial units achieved a turnover of 14,817 million euros,
of which 94% corresponds to the export volume”. Given the effective capacity to manage the resources of
these two companies, this business group did not feel any major changes with the financial crisis, with
business going smoothly. This situation was due to the need that the company felt to expand its facilities,
moving to a new space in the municipality of Batalha in 2013, a municipality where Manuel Novo is very
happy to invest, because it was the municipality where he was born, married, has a house and where his
daughters grew up. Thus, risked an investment of 8.5 million euros in new facilities, because with the
evolution of this market in particular, the space they held was not enough for everything they wanted to
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do. With this enlargement, "The turnover of Erofio, S.A. and Erofio Atlântico, Lda rose more than 2,9
million euros. Some 40 jobs were created in the same period. (...) A lot of jobs, given that they are highly
technological industries".
Digital Transformation
Necessity to become more efficient and to share the same exact project information with all the
employees (even the ones on the production line). In 2001 the company decided to remove all paper
trails, creating digital communication tools on the shop floor, sharing the same database with all workers.
This led to an improvement in terms of productivity as well as an increased integration with customers
that could follow their projects online. Although this started as a non-structured effort rapidly it became
clear that the overall gains were possible from a more structured approach. Improved efficiency, shared
information and the digitalization of the process of developing mold were the main targets and as future
priorities the company anticipates the possibility of removing humans from the certain parts where they
are still required to input data. At the same time the company invested in additive manufacturing
(additive manufacturing of metal, composites and polymers) and more recently in MES and automatic
production cells. In conclusion the efforts that started in 2001 combined with the new technologies
allowed for increased growth and customer satisfaction decreased costs and training time.
Questions
1. Should Erofio develop a more structured roadmap for its I4.0 investments?
2. What would be the benefits of aligning a roadmap with the overall vision of the company?
3. Which impacts can you identify on the company’s business model?
4. What kind of analysis should they conduct to a more structured approach to I4.0?

5. Conclusion
Companies face a new reality. Previous industrial revolutions have always impacted how firms create
value, the way they reach the market and how they organize themselves. But fundamentally firms need
to adjust their strategy. They must look at the main drivers of change (technology, economy, human
resources, and society as a whole) and assess the impact of these transformations on their business
model. To remain competitive firms, need to evolve, to have dynamic capabilities that allow them to
adjust their core competencies in light of the aforementioned changes. To better adjust, they have to
have a clear vision of what they want to become, a clear focus and direction. They need to reassess their
value proposition in face of the fundamental changes in the competitive environment, to devise
roadmaps to integrate new technologies, knowledge and competencies, in order to implement this new
strategy. In the end, business models, technology, and the way we deliver value might change, but how to
perform strategy remains a management problem.
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6. Quiz
6.1. The statement of an organization's aspirations can be found in the organization's:
a) Mission statement
b) Strategic objectives
c) Actions
d) Vision statement
Correct answer: d)
6.2. When using PESTEL it is easy to get overwhelmed by a multitude of details. Instead, it is important
to step back and identify the:
a) Key drivers for change
b) Relevant five forces that exist
c) Complex links between each of the factors
d) Market segments
Correct answer: a)

6.3. The VRIO framework evaluates a firm’s competencies by examining the variables of value,
rareness, imitability, and:
a) Organization
b) Objective
c) Operating Cash Flow
d) Outsourcing
Correct answer: a)
6.4. The medium through which an organization provides its value proposition to its customer segment
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is known as:
a) Customer relationships
b) Channel
c) Customer segments
d) Key resources
Correct answer: b)
6.5. Which of the following SWOT elements are internal factors for a business?
a) Strengths and Weaknesses
b) Opportunities and Threats
c) Strengths and Opportunities
d) Weaknesses and Threats
Correct answer: a)
6.6. Which of the following could be a threat?
a) Changes in technology
b) A market vacated by an ineffective competitor
c) Location of your business
d) Lack of marketing expertise
Correct answer: a)
6.7. Roadmaps provide:
a) Communication between businesses, plans and technological products to the entire interested
community
b) End goals for marketing
c) A structure for engineering
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d) The vision of the company
Correct answer: a)
6.8. I4.0 provides changes to the business model such as (select the WRONG option):
a)

Speed of delivery, customization, cost, flexibility may impact the Value Proposition

b) Informational integration of the value chain may impact channels and Customer Relationship
c)

Revenue models might change from the current political environment

d) Key activities are impacted by additive manufacturing, IoT, Data collection and optimization
Correct answer: c)
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1.3. Module 3: Transformation for Industry 4.0
1. Description
The course is designed to be delivered in 10 contact units and 20 total hours of participant engagement.
Driven by the emergence of new technologies, Industry 4.0 is a new generation of connected, robotic and
intelligent plants. With the digital revolution, the boundaries between the physical and digital world are
shrinking to give life to an interconnected 4.0 factory in which workers, machines and products interact. Industry
4.0 is a challenge and a real opportunity for the industry.
However, this revolution is accompanied by many changes that it is important to identify, understand, support,
and manage.
•
•
•
•

To do so, first of all, this revolution must be revisited in the great industrial revolutions.
Second, we will present the different types of management that accompanied these revolutions.
Third, we will focus on the limitations of these types of management, particularly their impact on the
health of operators: mainly stress and burn-out.
In the fourth section, we will discuss new forms of management that give way to operators (e.g.
“released/liberated” companies).

2. Training Outcomes
After this module the participants will be able to:
Knowledge: To understand the different management paradigms, their impact on the human beings as
operators, and the opportunities that can be associated with Industry 4.0 implementation.
Skills: To be able to correlate management practices to impacts that can be observed in a company, then to
analyse what kind of practices should be useful in the context of Industry 4.0.

3. Training Material
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3.1. Industry 4.0 or 4th Revolution
As François Geandarme (2019) reminds us, the term Industry 4.0 first appeared in 2011 at the Hanover World
Industry Forum. The "Industry 4.0" or "Industry of the Future" project is a new way of imagining the means of
production. The 4th is related to the 4th industrial revolution.

Figure 12 The 4 industrial revolutions

1ST INDUSTRIAL REVOLUTION
It dates to the coal mining and the development of the steam engine by James Watt in 1769. It would radically
change the way manufacturing is done. In fact, handcrafts would be replaced by mechanical production, factories
would replace craft factories and workshops... In factories, the revolution corresponds to the use of the steam
engine as an engine to activate machines allowing for increased rates. This would lead to more manufacturing
and give life to products in small series.

2ND INDUSTRIAL REVOLUTION
The second was brought about using oil and electricity in the late 19th century. This would make it possible to
modernize the means of production. The automotive and chemical industries would benefit fully from this. From
this period on, production machines are not "steam" but "electric". This period coincided with the introduction of
Taylorism and chain work making unskilled workers productive. We are talking about mass production of
identical products.
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3RD INDUSTRIAL REVOLUTION
Then a third revolution took place in the middle of the 20th century with the advent of electronics,
telecommunications or even computer science. These different disciplines would allow for the implementation of
important automation that will relieve workers from the most difficult tasks. This is the beginning of robotics,
flexibility of production tools and large series production. On the other hand, some place this third revolution a
little later, at the beginning of the 21st century. It would be based on energy transition (renewable energy,
energy-producing buildings, and energy storage capacity) and digital technologies. Indeed, this would have
marked the end of the use of fossil fuels (coal, oil, ...) and the advent of clean energy (sun, air, water). Finally, one
of the important characteristics of this third revolution is the concept of mobility (goods and people).
In short, there was the steam engine, the electric machine, the industrial robot, and now the cyber-connected
system.

4TH INDUSTRIAL REVOLUTION
Today, there is no longer any question about means of production massively producing a product (or rather
reproducing) thousands of times. We have entered the era of product customization. The consumer wants a
completely personalized product that does not look as the one of their neighbour. Industry 4.0 is committed to
meeting this requirement for unique and personalized products while maintaining equivalent costs despite the
low production volumes. Therefore, one of the challenges of this 4th Industrial Revolution is to succeed in
connecting the customer’s need to the production organs. This connection cannot be made without the addition
of new technologies, which will have to be used in this "new factory".
Management over time
Reflections on the organization date back to the late 19th, 20th and early 21st century.
We propose the following definition: the term "organization" refers to all forms of association achieved for
specific purposes.
1900...: Organizational rationalist approach
At this time exists the willingness to impose "the right order" in organizations (with strict rules and hierarchies).
Three iconic figures dominate:
✔

Engineer Frederick Taylor (USA) (1856-1917)

✔

Engineer Henri Fayol (Fr.) (1841-1925)

✔
Sociologist Max Weber (Ger.) (1864-1920)
These figures expose three different organizational approaches:
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✔ Taylor obsessed with efficiency. Implements the "scientific organization of work" (research in the steel
industry):
●
Scientific organization of tasks performed by workers and all members of the company;
●
Organization based on a vertical division of labour (management coordinates and determines
working conditions and interlocking levels);
●
The right man in the right place must make a scientific choice for the performers;
●
It defines exactly the tasks of each of them ("The one best way");
●
Taylor also wanted the establishment of performance pay as an important incentive for
workers;
✔

Fayol theorized business administration. It defines the content of the administrative function (the
Directorate) in a simple form:
●
Plan;
●
Organize;
●
Order;
●
Coordinate;
●
and Control.

This formalization has remained the basis of management thinking up to the present day.
✔

Weber defines 3 forms of legitimization of power (and "bureaucracy"):
●
Traditional domination is based on the sacred respect of customs and those who hold the
power of tradition;
●
Legal dominance is based on the validity of the law, rationally established by law or
bureaucracy;
●
Charismatic dominance is based on submission to a leader because of his heroic or exemplary
value;

1930...: The School of Human Relations
Work on groups and individual motivation appear and is developed through 4 iconic figures:
•
•
•
•

Sociologist Elton Mayo (USA of Australian origin) (1880-1949)
Psychologist Abraham Maslow (USA) (1908-1970)
Psychologist Douglas Mc Gregor (USA) (1906-1964)
Psychologist Kurt Lewin (Alle.) (1890-1947)

They develop the following ideas:
•

Mayo: From 1927 to 1932 in a Western Electric workshop, he conducted a series of experiments
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designed to define the true motivations of the workers. The aim was to change the conditions for
better productivity ( ↗ of lighting → productivity ↗; then ↘ of lighting → productivity ↗).
"Hawthorne Effect" Update: it is not so much the improvement of working conditions but attention to
human relations that increases productivity. Hawthorne’s experiences refute the Taylorism philosophy
of self-interest.
•
•

•

Maslow and Motivation Theory: Satisfaction of the need for a level to move to the top level.
Douglas Mc Gregor (Management Perspective):
●
Theory X:
▪ "The average person has an innate aversion to work and will do everything to avoid it.”
▪ "Individuals must be compelled, controlled, directed, threatened with sanctions if they are
to make efforts to achieve organizational objectives."
▪ "The average person will prefer to be led, wants to avoid responsibilities, has relatively
little ambition, seeks security first."
●
Theory Y:
▪ Organizational objectives cannot be achieved if employees' objectives are not partially
achieved.
▪ An organization must take into account the goals and personal motivations of each
individual.
Lewin: Study on small groups and forms of power within them (leadership).
"The essence of a group is not the similarity or dissimilarity of its members, but their interdependence.
A group can be characterized as a dynamic whole, which means that a change in the state of any of its
parts changes the state of all other subparts";

Leadership depends on:
•
•
•

the situation (type of task, social structure, rules, history...),
the leader (legitimacy, competence, motivation, personality),
the participants (expectations, personality, skills, motivations...).

Co-operation is in any case superior to the mechanical division of labour (with co-ordination from above) and
purely individual valuation and is based on gestalts or systemic principles: the whole is more than the sum of its
parts.
1970...: Shareholder theories
These theories are notably developed by Crozier and Friedberg:
•
•

Any social system can be understood from the actions of its actors.
The actor is the one whose behaviour (= action) helps structure a field, i.e. respect / re-build the
regulations.
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•
•
•
•
•

Explain the construction of rules (the social construct) from the game of calculating and interested
actors.
These actors have rationality (modus operandi). Even though it is limited, they are autonomous and
interact in a system that helps structure their games.
The concept of a concrete action system plays an important role in strategic analysis.
The conduct of the actor must be interpreted as attempts to adjust organizational
constraints/opportunities to its own objectives.
The actor’s strategic analysis: the actor possesses degrees of freedom and deploys rationality or a
personal strategy with the aim to increase their influence (and to control areas of uncertainty) and
whose modalities depend on their values, perception of the situation and the means of influence
available to the actor.

1980...: The Theories of Conventions
Reynaud (regulations):
•

On what basis can a collective agreement be formed when the actors justify their action by different
principles? These authors seek to provide explanations compatible with the individual and the
collective.
Boltanski and Thevenot:
•

The 6 cities (worlds, natures):
•
The inspired city refers to the principle of creativity (my action is guided by a higher principle of
innovation, novelty).
•
The home city refers to the art of family relations, tradition (my action is guided by respect and
attachment to the rules of the group).
•
The city of renown is about social recognition (public relations, star service, opinion).
•
Civic city justifies action in the public interest.
•
Merchant city justifies action by market, price and commercial contract.
•
The industrial city is the imperative of efficiency and productivity.
•
Where the "cities" are in contradiction, in order to ensure the cohesion of the group, it is
necessary to find compromises, agreements, contracts, conventions.
•
Ex: the contradictions between industrial (efficiency) and civic legitimacy (e.g. that of the
interests of employees defended by trade unions) can be resolved through written
arrangements such as agreements for undertakings, collective agreements, joint meetings... or
implicit arrangements.
•
These are expected behaviours that individuals follow (convention: agree, agree).
•
The agreement allows for the co-ordination of conflicting interests that are not convergent
logic but that need to be "combined" in order to be satisfied.
•
Social life is based on implicit agreements of this type.
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3.2. Types of management
Different types of management exist that can be differentiated according to their focus: on the task and/or on
the person.

Figure 13 Managing within complexity, Dominique Genelot, INSEP, Consulting Editions

Exercises focused on the application of these types of management in situations will be achieved in session.

3.3. The limitations of these types of management
Stress and burn-out...
•

"Stress occurs when there is an imbalance between the perception that a person has of the
constraints imposed on him or her by his or her environment and the perception that he or she has of
his or her own resources to cope with it. The individual is able to manage pressure in the short term
but is experiencing great difficulties in the face of prolonged or repeated exposure to intense pressure.
In addition, different individuals may react differently to similar situations and a single individual may,
at different times in his life, react differently to similar situations..." (The National Interprofessional
Agreement on Stress at Work, signed by the social partners, 2 July 2008).
•
Definition which allows introducing the notion of balance, feeling, duration and individual differences
but too centred on the individual.
•
RPS is at the interface of the individual and his/her work situation, hence the term psychosocial risk.
•
"What makes a risk to health at work psychosocial is not its manifestation, but its origin: psychosocial
risks will be defined as the mental, physical and social health risks arising from conditions of employment and
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organizational and relational factors that may interact with mental functioning." (Definition of the report of
the College of Experts chaired by Michel Gollac on the follow-up to the Psychosocial Risks, April 2011).
A Tensions’ Approach:
•

"Psychosocial risks arise in work situations where there is a significant tension between the demands
of employees and the demands of the organization with different causes: conditions of employment,
organization of work, professional relations, management methods..."
●
of various effects (indicators): stress, violence, ill-being, burn-out, harassment, interpersonal
and group conflicts, absenteeism (short term), turn-over, increase in the number of
spontaneous visits to occupational medicine, increase in the number of work’s stopping.
●
relationships of causes with complex effects: a cause does not create a single effect, but
several causes will create several effects, different in nature depending on the context of the
enterprise and the individuals exposed.
The complexity of the approach relates to:
•
•

The amalgamation of individual and/or collective situations;
Confusion of causes, effects and consequences;

Risk is considered in the sense of probability that a disorder may occur both individually and collectively as a
result of the work environment.
Implications for employees...
Psychosocial risks can lead to pathologies and even accidents at work and have irreversible consequences:
•
emotional disturbances;
•
sleep disorders: can alter vigilance;
•
digestive disorders: colic, gastralgias, gastritis, colopathies...;
•
cardiovascular and lipid problems;
•
metabolic disorders;
•
musculoskeletal disorders (stress is now recognized as a clear cause of these disorders);
•
anxio-depressive disorders;
•
suicide or attempted suicide (medical or psychological expertise is needed to link suicide to work);
…and for businesses
What affects an employee affects the performance of his or her business.
•

absenteeism: a lack of work can be more or less justified. Of course, it will be easier to ask if the
employee is missing a day, for example, at the beginning or end of the week. Absences for "bad
reason" or for a less incapacitating illness are a sign of a divestment of work in favour of extra63

•
•
•
•

professional life;
productivity down;
strikes, social movements, legal proceedings (including harassment cases);
increase in turn-over: whether or not the employee is directly responsible for his/her resignation
(dismissal, incompetence, early retirement);
acts of malice or violence at work: they are both a cause and a consequence;

To understand psychosocial risks...

Figure 14 Four tension families. From “Prevent stress and psychosocial risks at work”, p.19, Ed. ANACT

Risk Factors:
Tensions of Work Changes or Labour Constraints:
•

Organization and work processes:
●
inadequate working time arrangements;
●
excessive and systematic time overruns,;
●
low degree of autonomy;
●
inadequate match of work to the capacity or means available to workers;
●
manifestly excessive actual workload;
●
disproportionate or ill-defined objectives;
●
systematic pressure which should not constitute a management method;

Tensions over labour changes or labour constraints:
•

Conditions and the working environment:
●
exposure to an aggressive environment,
64

●
exposure to abusive behaviour,
●
exposure to noise,
●
exposure to excessive promiscuity that could affect effectiveness,
●
exposure to heat,
●
exposure to hazardous substances,
●
...
Tensions on the Labour Relations Side:
•

Communication (inappropriate or bad):
●
uncertainty about what is expected at work,
●
employment opportunities,
●
coming change,
●
poor communication about the company’s policies and objectives,
●
difficult communication between actors
●
...
Tensions of Employee Values and Requirements:
•

Subjective factors:
●
emotional and social pressures,
●
feeling that they cannot cope with the situation,
●
perceived lack of support,
●
difficulty in reconciling personal and professional life,
●
...

3.4. New forms of management
Isaac Getz and Brian M. Carney theorized the practices and concepts observed in many companies through the
book "Freedom & Co.: When employee freedom makes companies’ success" published in 2012.
The principle of these organizations is to allow employees to take individual initiatives rather than imposing on
the guidelines followed by monitoring. The basic premise is a climate of trust and recognition of the employees in
which their skills can be fully expressed, if and only if they are given full freedom.
The traditional hierarchical system is replaced by a flat structure where the collaborators direct themselves with
an accelerating effect on well-being at work. A very attractive programme for the Y and Z generations.
But democracy does not mean anarchy. Defined collectively to regulate the structure, rules guarantee the space
of freedom for everyone.
Autonomy is placed at the heart of the management system. Indeed, employees are free to organize their own

65

working time, set their personal goals...
The ultimate phase of the liberated (“released”) enterprise is holacracy. In this form of organization, not only the
pyramidal hierarchy is eliminated, but the principle of services (in the department sense) is eliminated. It is no
longer a question of job cards, but of roles that are self-sustaining in circles that share the same purpose.
Collective intelligence is central to this.
The contributions of such a model are as follows:
•
•
•
•
•

Better-performing employees: improving motivation by making employees happier and more involved
- by making their mission more meaningful.
A more assertive collective: promoting collaborative work.
A more agile organization: the structure is not frozen through a heavy hierarchy and organization chart
but can be constantly reinvented according to the new rules of the game in a market.
A more innovative enterprise: innovation does not come from a R&D budget like traditional firms.
Liberation allows expression of creativity and initiative by everyone.
In the end, there is a better overall performance of the company, with increasing financial results and
generally objectives regularly achieved.

This new form of organization has provoked much debate and criticism including:
•

•
•
•

This form is not adapted to French culture imbued with the pyramidal model. With a direct
consequence: employees not ready for such a change. This approach is difficult to implement in a
company in which the traditional model is deeply rooted in culture.
A risk of drift where a handful of people take power at the expense of others. A perverse effect
contrary to the intended operation.
Increased stress and burn-out due to the responsibility of everyone being accountable to the
collective.
A mistaken use of the model where the primary motivation of managers is to reduce salary burdens by
removing middle management positions. It should be noted that in some concrete cases, the reverse
is true with an increase in the wage bill.

Critics also point out that this movement stigmatizes managers in general and especially middle managers who
are perceived as "little chefs" - while in so-called traditional companies their role shifts to that of facilitator,
accompanying, coach helping their teams to give the best of themselves.

4. Case study
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Case study: MIK-BG
Established date: 2003
Business sector: Manufacturing of upper garments (not for working)
Number of employees: 41
Turnover 2017: 0.6 Million EUR
Presentation: MIK-BG Ltd is a Bulgarian small-sized enterprise founded in 2003. Its main activity is the production
of garments for women: shirts, blouses, skirts, dresses and uniforms. The estimated production capacity of the
company per month is about 3000 pieces of clothing, depending on the complexity and the model of the product.
When subcontracting services are used, the month production reaches 5000 pieces. The company works with
local and international agencies and partners for world-famous brands in the fashion industry, such as: CAROLL,
Kenzo, Guess, Chanel, Diplodocus, SANDRO, Cacharel, Vanessa Bruni, Madame a Paris, Tara Jarmon, Maison
Kitsune and many others. The company’s clients also include airports, hospital, restaurants and pizzerias, fast
food chains, travel agencies. The company aims to be the first manufacturing enterprise in the garments' industry
in Bulgaria which fully digitalizes its production cycle and work processes.
Transformation I4.0: Through the implementation of numerous internally financed and EU-funded projects, the
company started digitalization of its production and work processes, thus meeting the Industry 4.0 criteria. The
first step towards digitalization was taken in 2015 when the company was funded by EU to introduce automatic
machines and systems to be interconnected in order to make the production process more efficient. Through its
investment into new automated equipment and software that will allow for further Industry 4.0 transformation,
MIK-BG aims to achieve the following results until 2023 which are based on economic evaluation and business
plan developed by the company: increase in cost efficiency by 19% compared to 2016; decrease in the use of raw
materials by 16.7% per one item of clothing; double its production.
Questions to be studied:
Considering the following topics detailed below, the learner has:
1. To identify and justify changes occurred since 2015 considering organization, business processes and
human aspects;
2. To propose and justify what changes should be relevant to improve the performance of the companies
on management aspects, considering points of view of managers AND employees;
3. Should some proposed changes be associated to the introduction of some new technological
equipment’s?
Topic 1: Executive team and employees: Instigator of this transformation
One of the first difficulties encountered by SMEs in deploying I4.0 is the lack of leadership. In many cases,
business leaders are afraid of the potential impacts generated by its changes (uncertainties about return on
investment, fear of disruption, impact on production etc.).
The involvement of a company’s head is therefore essential to ensuring the success of this transformation. The
executive team must be a driving force in this evolution. Among the companies interviewed, an employee is often

67

appointed as “Innovation manager 4.0” (the director, the financial Officer Chief (CEO), the product manager).
However, the transition to an industrial strategy 4.0 cannot be done without the involvement of employees.
Collaboration with employees must take place from the first stages, at the time of the first reflections. The
companies interviewed are unanimous, there can be no successful transformation without getting employees’
support. All employees must feel concerned about this transformation.
“If the management of the company doesn’t have this desire to make a change and specially to improve
employees’ working conditions, it is useless to try.”
Topic 2: Organizational evolution
Among the key points highlighted by the companies interviewed, employee involvement seems fundamental for
a successful I4.0 transition. In order to do this, companies tried to change their organizational methods,
workstations and employees’ skills. In this part, we will detail their organizational choices made by companies
and their impacts.
"If you improve the well-being and working conditions of your employees, you will naturally improve their
performance in the company."
To aim operational performance, more than half of the companies interviewed propose lean management. As
part of this lean approach, two companies have implemented the 5S method. It is a workplace organization
method that uses a list of five Japanese words that we can translate as "Sort In order,” "Shine", "Standardize" and
"Sustain". It aims to create and keep the workplace organized, clean, secure and efficient. The 5S method is a
participative approach requiring employees’ involvement. Results are measured both in productivity and staff
satisfaction:
• Clean working environment;
• Safety improvement (reduction of accidents);
• Communication development;
• Productivity and efficiency increased;
• Revalorisation of the company's brand image;
• Customer confidence.
Other lean management methodologies are also put in place within companies:
• SIM (short interval Management): It’s a lean management tool for communication. This method proposes daily
meetings to anticipate problems that can prevent the achievement of its objectives. The topics discussed in its
meetings are related to performance (productivity, quality, safety) but also to evolution projects.
• Visual Management: This method is used to facilitate the transmission of information and objectives to
employees through a visual table. It allows to have a global vision of the activity of a service.
• QRQC management (Quick Response Quality Control): The QRQC is an approach that solves anomalies and
problems (quality, production / operations, maintenance, etc.) at the place where they occur, by the people who
detect them or suffer. It is based on real facts and concrete data (objective measurements) and must be used in a
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very short time. QRQC applies both in industry and in the tertiary sector. It allows developing a continuous
improvement process within the company. Its objectives are many: empower and develop the autonomy of the
teams, time-savings for management (fewer meetings), reactivity increased to solve problems as soon as they
appear, etc.
• Participative innovation: This method aims to place suggestions board in the middle of the workshop. Each
employee can express problems or solutions to develop. The company that has implemented this methodology
also offers each month a reward for the best idea.
"We really realized that there was a difference between direction desired and employee perception, so it was
important to quickly deploy the team briefs. "

Topic 3: Employees skills development
For all the companies interviewed, there is a desire to improve employee’s skills at the same speed as the
evolution of the company. The technical investments carry out by companies (advanced materials and advanced
production systems, robotics, software, applications, etc.) require training for employees.
Different solutions exist (technical and emotional training):
• Internal qualifications;
• Continuous training by external organizations;
• Personalized training;
• Digital training platforms that can be accessed from anywhere in the cloud;
• Professional events and fairs;
• To a large extent, for special skills, employees are sometimes self-taught.
In order to promote the skills of its employees, one company wanted to develop skillfulness. The objective is to
enable employees to extend their skills, increase the attractiveness of their work but also evolve employee’s
status and remuneration.
"Our shop floors were very compartmentalized, but today, different links are created, and the work is much
more attractive."
"The Foremen are the operators of the machines and have been trained on the new process / system."
“their training in technical and emotional issues is very important”
Employee training must be constant and must be thoroughly discussed by management, as well as by internal
and external stakeholders. They must develop their skills at the same pace as the organization and must be able
to work in international environments (e.g. China, India, Mexico).
To overcome the lack of training, some IT projects have been outsourced to provide enough resources for
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digitization and process improvement within the company. SME are also looking to recruit. According to the
companies, the recruitment strategy is different:
• Recruitment from the best universities and technical schools;
• Recruitment of young apprentices in training course thus allowing to bring new visions and to think at less cost
on innovative subjects;
• Recruitment of specialist with a specific expertise (skills in particular software or machine);
• Recruitment of general technicians without specialization like CNC technicians. CNC, also called as a computercontrolled digital operator, is a machinist and programmer who uses computer-driven machines and tools to
manufacture precision components for aerospace, computer, medical, and recreational equipment.
All companies talk about employee’s reluctance to changes (Stress, fear, aversions against the change). Actually,
this could also have something to do with the fact that digitalization often occurs as completely unknown and the
employees are insecure about it. According to companies, the importance is to give the floor to employees
through participative management. Employees must be autonomous and be part of company evolution. Then,
they feel more qualified and valued. To defuse this distress and fears, one company has organized an employee
event to help employees understand the goals and non-goals of the projects.

5. Conclusion
To become a “liberated” enterprise, a transformation is necessary, two approaches are possible:
● radical change of type "reengineering";
● incremental change.
Based on the experience of implementing projects of liberated companies, it appears that incremental change is
the most effective method. Indeed, by gradually opening the autonomy of employees and gradually reducing
control, change is more painless.
This approach helps the leader to tune in by distance himself from day-to-day management, by agreeing to lose
power. The question of power does resonate when it comes to liberation. The loss of statutory power is a real
brake for some. Work on themselves is needed.
It is also easier to manage thorny issues like the future of middle managers. In short, this incremental approach
generates a much more controlled change management than the sudden introduction of a new organization. An
interesting solution may be to work on a limited area as recommended by Deming with his virtuous wheel: the
PDCA (Plan Do Check Act).
Cultural change is a major issue. We saw it. Many critics point out that employees are not ready for such a
challenge. This is, therefore, a central point to be taken into account in the project.
However, the model can only work if the whole is consistent. If, for example, trust by leaders does not translate
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into reality, then autonomy will be illusory.

6. Quiz
6.1. What are the five missions of a manager according to Fayol:
a) Plan
b) Organize
c) Build the trust
d) Encourage discussions
e) Order
f) Communicate
g) Coordinate
h) Control
i) Accompany
Correct answers: a), b), e), g), h)
6.2. With Taylor:
a) Work has to be adapted to human being
b) Human has to be adapted to work
Correct answers: b)
6.3. Put the following elements that correspond to the pyramid of Maslow in the right order:
a) Security needs
b) Self-realization needs
c) Self-esteem
d) Physiological needs
e) Belonging and recognition needs
Correct answers: The correct order of the answers is: d), a), e), c), b)
6.4. Leadership:
a) Depends on the leader
b) Does not depend on participants
c) Does not depend on the situation
d) Depends on the participants
e) Depends on the situation
f) Does not depend on the leader
Correct answers: a), d), e)
6.5. What are the domains of tension that generate stress on people:
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a)
b)
c)
d)
e)
f)
g)

World changes
Work constraints
Banana harvest
Work changes
Employee’s values and requirements
Bad management
Relations and behaviour

Correct answers: b), d), e)
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1.4. Module 4: Industry 4.0 technologies
1. Description
The course is designed to be delivered in 10 contact units and 20 total hours of participant engagement. It
covers the different technologies that support Industry 4.0 concept. Each technology is described, and
examples of their application are given. Their mutual complementarity is then studied in order to
introduce the global target to be defined before their implementation.

2. Training Outcomes
After this module the learners will be able to:
Knowledge: To understand the different technologies supporting Industry 4.0, their benefits, as well as the
main considerations before their implementation.
Skills: To evaluate the impact of each technology upon industrial companies; To evaluate their interest for
a specific company; To build a vision focused on Industry 4.0 of this specific company before defining an
implementation path.

3. Training Material
3.1. Introduction
The term ‘Industry 4.0’ refers to a set of technologies and concepts related to the reorganization of the
value chain (Hermann et al., 2015). Industry 4.0 vision uses real-time communication to monitor physical
systems then act upon them. (Kagermann, 2015) characterizes this new digital age by the massive re-use of
knowledge capitalized into workshops with information technologies, to enable intelligent, efficient and
responsive production.
Two contemporaries of Klaus Schwab, a German economist, Siegfried Dais (Vice-Chairman of the
Governing Board of Robert Bosch GmbH) and Henning Kagermann (Chairman of the German Academy of
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Sciences and Techniques), used the term "Industry 4.0" for the first time at the 2011 Hanover fair. Two
years later, their Industry 4.0 working group makes recommendations to the German government,
explaining how the country’s manufacturing industry should use the Internet of Things and Services to
improve national competitiveness, and stressing that the next step in the Industrial Revolution will be the
development of intelligent factories using "direct and universal networking of intelligent objects over the
Internet" (ProtoLabs, 2017), in other words the Internet of Industrial Objects (IIoT). Systems communicate
and cooperate with each other, but also with humans, to decentralize decision-making. Industry 4.0
therefore emphasizes connectivity, thus promoting the development of new processes, products and
services. Its deployment requires the integration of different digital technology expertise.
But what exactly is the Internet of Things? How has it been industrialized? When did objects become
intelligent? Connected fitness watch, autonomous car, self-learning thermostat... our daily life is filled with
intelligent objects that use complex technologies to simplify our lives and radically change our world.
Viewed from a national or regional perspective, the Internet of Things empowers governments to
automatically measure pollution levels, monitor the quality of distributed water, track endangered species
and stop poachers, prevent the public from earthquakes, fires or terrorist attacks, monitor infrastructure
such as bridges and roads, and dramatically improve the performance of electricity grids.
Somewhere between the consumer and the cities is the main driver of the economy: trade and industry.
This is where the Internet of Industrial Objects comes into play. The gains are such that, in a 2013 report,
Cisco’s global provider of networking technologies predicted growth of $14.4 trillion in value (net profits)
by 2022 for private sector firms, through improvements in five key areas: asset utilization, employee
productivity, supply chain, customer experience and innovation. Cisco also announced that the number of
devices networked would reach 21 billion by 2018, an increase of almost 50 percent in just five years.
Impressive figures, both in terms of financial gains and connections! (Mitchell & al., 2013)
The Industry 4.0 is mainly dedicated to the development of digital technologies such as:
•
•
•
•

•

sensors and connected objects capable of collecting and transmitting information;
automatons that drive manufacturing and gather information;
industrial robots that become increasingly adaptable and "intelligent" and capable of assisting
the operator during the execution (cobot);
software and applications that accompany all services, both in terms of products and industrial
installation (simulation, MES, PLM, ERP, GMAO, Scada, collaboration platform, logistics
management, data analytics, augmented reality...);
new manufacturing methods with 3D printing or additive manufacturing.

Considering the management of an industrial site, these technologies are not all new. What is new is the
amount of managed information, the interconnections and the interest in using them at the level of the
site as a whole (Lascom, 2016).
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After this introduction, we propose to structure this course as follows:
•

•

•

first, to introduce the technologies deployed and/or impacted in the context of Industry 4.0
within companies: automation, robotization and cobotization, additive manufacturing, and their
impact on the flexibility of production lines;
then, in a second step, to study how to manage the collected information in order to make it
available to business actors and decision makers of the company: supervision, storage,
structuring, synchronization between measured and theoretical data, Big Data techniques;
finally, to support decision-making within business processes following the availability of this
data: the definition of new types of indicators; real-time adjustment of the production line or
reconfiguration of the production line; the overall integration of the life cycle of each product
manufactured, but also of each equipment or component of the production line; which
corresponds to both horizontal and vertical integration of the industrial information system.

3.2. Manufacturing technologies
Automation and Robotics, Exoskeletons, Cobotics and Mobile robotics
Automation and robotics are based on complex systems combining mechanical, electronic, electrical,
computer components... Robots can replace humans on simple and repetitive tasks. Robotics is an already
former branch of automatic production that allows to highly increase the efficiency of production lines
while increasing the time available for production. Moreover, they reduce errors (and thus nonconformities) and are of great interest in reducing arduousness of work by performing the most difficult or
low-value-added tasks. In the context of Industry 4.0, the challenge is to generalize their use or even to
adapt existing "classic" lines. They therefore speed up the automation of production lines and enhance
much more flexible, even continuous, lines.
However, robots are also subject to improvements and evolution. New types of robots are designed to be
self-sufficient, autonomous, and interactive, so that they are no longer simply tools used by humans, but
they are already integral work units that function alongside humans. The workstation is then completely
transformed to facilitate interaction and cohabitation between the human and the robot. Many norms
have emerged to guide this coexistence.
Not completely a robot, an exoskeleton, or external skeleton, is a solid structure that protects an animal's
body and organs. Insects, crustaceans or arachnids have an external exoskeleton or shell, as opposed to
endoskeletons such as vertebrates. Biomechanical exoskeletons have been developed for many years to
improve human performance, especially for military purposes. We now see them appearing in the industry
to improve physical performance and reduce the arduousness of certain tasks, including heavy loads. They
are also used to compensate for human disability by completely replacing the injured function of the
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human body. Thus, handling and lifting tasks are interesting industrial applications.
Similarly, robots when they are secure and integrate artificial intelligence can assist and collaborate. They
then take the name of cobots. Cobotics is a branch of robotics that involves implementing collaborative
and safe robots for the human they support. A cobot thus, increases human performance while relieving it
of its most difficult tasks, especially those requiring significant and/or highly repetitive physical effort. The
cobot must work by interpreting the person's actions and needs to provide the best response. It is of
course used in the industry, but also in the health sector (medical operations).
Finally, by definition, mobile robots can sometimes be considered as drones. Usually, a drone is a
passenger-free aircraft that can either be controlled remotely or operate autonomously. In France, drones
are also referred to as drones for land objects or submarines, capable of carrying out remote actions.
Developed initially for military applications, they now find many industrial applications (e.g. transport of
packages or parts, distant actions in sensitive or dangerous environments such as nuclear), for example in
civil engineering or agriculture. They are used for monitoring, transport, or even maintenance purposes:
for example, monitoring of buildings or bridges structures to assess pathologies and then define preventive
maintenance actions; railway line monitoring; agricultural crops monitoring; or home delivery.
Additive Manufacturing (Vaidya, 2018)
Having appeared about 20 years ago, Additive Manufacturing, also widely known as 3D printing, refers to a
set of technologies that allow producing parts using the addition of material layer by layer. This
manufacturing process is opposed to traditional processes that mechanically or chemically remove
material from a solid block: milling, turning, etc. Additive manufacturing material can be either fine powder
or liquid. It can also correspond to the deposit of a hot raw material wire. Various materials are used, from
plastics and composites to metals. R&D enlarges this set of materials every day, for proposing new kind of
applications: concrete for buildings, preparations for cooking, tissues for human health, etc. According to
(Deloitte, 2014) mainly four types of processes are used by companies:
•

•

•

Light polymerisation: a light-sensitive polymer is hardened through stereolithography, digital
light processing (DLP), film transfer imaging (FTI) or a polyjet process. Interesting for function
modification or maintenance on parts, the powder projection process remains the most
expensive and complex to implement.
Extrusion accretion: a wire-shaped plastic is applied in layers in a process of fused deposition
modelling (FDM) or plastic jet printing, similar to the process used by a hot-glue gun. The part
then requires a post-processing in a sintering furnace to allow the metal powder to melt. The
disadvantage of this technology is that it produces porous metal parts of medium metallurgical
quality. However, this technology presents few industrial risks and remains interesting in terms
of prototyping.
Compounding of granular materials: a powder material is melted on to a workstation using a
printer head or a laser jet. Additive processes are selective laser sintering (STS), selective laser
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•

melting (SLM), direct metal laser sintering (DMLS), electron beam melting (EBM), gypsumbased 3D printing and 3D powder printing (Landherr & al. 2016). SLM-type processes are the
most common and most promising method for the additive manufacturing of metals. However,
it is necessary to fully control the risk associated with the process. In particular, the use of metal
powders introduces risks of blast, inflammation and MRC (Mutagens and Reprotoxic
Carcinogens). Thus, it is necessary to implement a complete environment based on ATEX
directive (ATmosphere EXplosive), in depression, and associated procedures.
Layered lamination: a part is built up layer by layer in a laminated object manufacturing (LOM)
process.

Such technologies are still under development and they still require high investments. The initial
investment into equipment, people and development process is very costly. When the process is better
controlled, prototypes costs are still high, but with mass production, the cost flattens to reach a stable cost,
higher than parts produced with traditional removing processes. With traditional processes, the number of
prototypes is lower, because of the well-known behaviour of the processes, and the more you produce, the
more part costs fall. Actually, traditional manufacturing processes still offer cost advantages for mass
production. Additive manufacturing processes can be more attractive for small production, especially for
complex parts that can be completely redesigned to reduce material and waste. As the technology will
mature, material and technical regulations costs will go down in the next future.
Thus, stakes for additive manufacturing technologies, especially in metallurgy, aeronautics, transport,
energy and maintenance, are now very high. It helps manufacturers to come up with prototypes and proof
of concept designs, which greatly reduces design time and effort. It also enables production of “small
batches of customized products that offer more value to customers or end users, while reducing cost and
time inefficiencies for the manufacturer. Distributed additive manufacturing systems, implemented near
consumer locations will reduce transport distances and stock on hand” (Rüßmann & al., 2015).
Using such technologies during the product development cycle allows to achieve (Bourgognon & al., 2015):
•
•
•

•
•

Detection of design problems as soon as possible without major impact on final cost;
Testing alternative solutions (technological choices for the part, processes used for its
manufacture...);
Quick validation of the industrial feasibility of a part and optimization of the forms and costs of
the future tools necessary for its mass production, and thus, minimize the risk of modification
during industrialization;
Verification of the operational characteristics of the product (mechanical, aerodynamic,
aesthetic, ergonomic...) through real-size tests on a physical prototype;
Production of a supporting object, thus avoiding possible conflicts for generating it on busy
production lines.
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Indeed, these processes allow us to envisage a real revolution:
•
•

Weight gain of up to 60%, which allows to expect an overall reduction of more than 20%;
Reduction of the number of parts to be assembled by welding by almost 90%, with the impact of
an improvement of parts ‘fatigue’ with a positive impact on the aging of parts;
•
Possibility of integrating internal pipes as soon as they are manufactured and of facilitating
thermal exchange and the flow of various fluids;
•
Possibility of producing specific parts (such as tooling) which increases the company’s agility and
production gains of more than 6 months, compared to conventional processes;
•
And above all, the new way of designing parts allows considering parts that simply could not be
realized by traditional means.
As the needs of customers are changing continuously, increasing individualization of products and reducing
time to market may become a challenge for many companies. This requires also increasing digitalization, IT
penetration and networking of products as well as internal transformations towards organization
structures which lead to increased complexity, as for example in automotive industry.
Additive manufacturing is still limited in some domains due to the cost for controlling the process,
especially for metallic parts, but also to the limited range of materials (polymers, metal and ceramics) and
to the possible size of parts. Although Additive Manufacturing metallurgical performance still appears to be
lower than that of forged parts, the technology’s interest in design and maintenance is already very high.
For example, the significant reduction in welding and the design of parts may modify their mechanical
strength or behaviour to strain and aging.
Virtual and/or Augmented Reality
Most companies are increasingly looking to reduce the maintenance and training overheads associated
with production, marketing, and after-sales support. Manufacturers from several domains have started to
apply ‘virtual reality’ and/or ‘augmented reality’ based systems to enhance their maintenance procedures
while lowering the costs of having experts on site.
Virtual reality consists of artificially replicating a sensory experience, which can include sight, touch,
hearing and even smell. It allows the user to be fully immersed and to perform various simulations of
reality. The main means can be a CAVE (3D stereoscopic projection on 3 to 5 sides of a cube), immersion
walls, helmets, or haptic systems for getting a feedback of efforts. Different IT tools exist for the
development of contents such as Unity, for example, which is today the most used and free software
(https://unity3d.com/fr). However, the use of such software requires skills in programming. Therefore, its
use is limited for engineers building industrial use cases (or for building use cases using BIM models). More
operational software solutions for manufacturers exist and allow visualization of 3D models made under
Autocad, REVIt or Catia. These solutions can also allow the overlay of technical and scientific simulations
carried out by specific software such as Fluent or Ansys or Abaqus…
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The applications will support:
•
•
•
•
•

the visualization and the manipulation of for example, the product digital mock-up under
development, specific workstations, production lines, or maintenance operations;
collaborative design, taking into account all functional aspects of the product in the virtual
environment to have realistic interactions with it;
simulation of processes or operations to facilitate decision support about manufacturing;
training or assistance to technicians for operations or maintenance;
realistic visualization of a future product or site for marketing or commercial purposes.

Unlike virtual reality, augmented reality allows to add information to one-person visual field. In a
superposition to the real world, visual information is juxtaposed to the visible environment. Augmented
reality-based systems support a variety of services, such as selecting parts in a warehouse and sending
repair instructions over mobile devices. Industry can use augmented reality to provide workers with realtime information to improve decision making and work procedures.
For example, for maintenance operations: by pointing a device with an augmented reality tool, the
appropriate procedures will appear in the operator’s field of view. This will allow the user to respond
quickly by following the information displayed. Workers may receive repair instructions on how to replace
a specific part as they are looking at the actual system needing repair, e.g. a helicopter in a remote place
needing a part replacement. With the help of augmented reality glasses on the pilot’s head, connected to a
central computer that would know every detail about this replacement, the pilot is able to make the repair.
Applications are very similar to virtual reality applications. However, these two approaches differ in that, in
augmented reality, it is not necessary to model entirely the real environment in the virtual environment:
the "virtual" objects have to be modelled, and to be aligned in real time with some "physical" objects. For
example, in an engine dismantling assistance, the main objects to be handled by the operator must "exist"
virtually and be recognized in the physical space, so that information associated to these objects can be
displayed nearby. In addition, the operator must be able to have interaction devices on the objects
"recognized" by the augmented reality system. Such interaction devices may be physical objects, sensors
placed on his body, or directly user’s hands by image recognition techniques.
It is noted that the separation between virtual and augmented realities is not so distinctively clear. We can
indeed define a progressive continuum between the two, as defined by Milgram.

3.3. From physical devices to Data management
Cyber-Physical Systems (CPS) (Gamache, 2017)
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As one of the major pillars of Industry 4.0, the concept of cyber-physical systems needs to be defined in
order to understand their role in this new revolution. According to the definition of many authors, cyberphysical systems represent connectivity between the physical and virtual world (Blanchet, 2016, Khaitan
and McCalley, 2014). They are the mechanism for collecting production data via sensors and actuators,
connecting data in the cloud, analyzing these data, making (automatic or otherwise) decisions and
controlling decisions. The CPS have a hierarchical architecture based on "5C": connection, conversion,
cyber, cognition and configuration (Lee et al., 2015). Each hierarchical level represents higher control and
more integrated applications.
Embedded systems collect and transform information into real actions (Khaitan and McCalley, 2014, Kohler
and Weisz, 2016, Lee and Seshia, 2015). CPS enables real-time process control and automated decisionmaking (Blanchet, 2016, Kohler and Weisz, 2016). They also increase human capabilities through devices
connected to the Internet of Things and cloud computing (Suh et al., 2014). They automate repetitive tasks
(Dworscak and Zaiser, 2014, Yu et al., 2015) in order to increase the efficiency of the work to be done. They
combine, coordinate and optimize real-time processes (Khaitan and McCalley, 2014, Suh et al., 2014).
Through standardization and modularization, CPS can increase the performance of a company in a context
of mass customization and with a unit cost equivalent to mass production (Blanchet, 2016, Kohler and
Weisz, 2016). CPS operates using an intelligent information network that provides horizontal and vertical
communication across the enterprise and its value chain (Khaitan and McCalley, 2014, Yu et al., 2015),
including bundles and intelligent products networked with RFID chips, sensors, actuators and wireless
sensor networks (Lee et al., 2015) that can be monitored and controlled through ERP and MES packages
(Leitao et al., 2015, Suh et al., 2014). Cyber-physical systems add intelligence to machines (Khaitan and
McCalley, 2014, Yu et al., 2015). This intelligence enables greater flexibility and production performance.
In summary, "CPS is a global network of intelligent machines, storage systems and production facilities
capable of exchanging information, controlling each other and triggering actions independently"
(Kaggermann et al., 2013, Weyer et al., 2015).
Internet of Objects (IoT) (Gamache, 2017)
The Internet of Things (IoT) is another pillar of the 4.0 industry essential for CPS. It represents an intelligent
ICT infrastructure that enables real-time communication and cooperation between objects (machines and
devices) and the connection between the physical and virtual world in a dynamic environment (Botta et al.,
2016, Khodkari and Maghrebi, 2016, Liu et al., 2015). The IoT uses the data transmitted by objects and
turns it into actionable information - potentially leading to concrete actions (Kohler and Weisz, 2016,
Vermasen and Friess, 2013). The IoT network allows to connect objects to each other, monitor them,
search for them, manage them, control them by sending, receiving and exchanging data and information
(Barrett, 2015). This data is collected using hardware, also known as embedded systems. The data is then
analysed using software. Then, the system acts on physical and virtual components with connectivity
(Vermasen and Friess, 2013). Interaction can be either physical, i.e., the triggering of movement, task or
other by machines or virtual through mobile applications or a central information system (Lawell, 2015,
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Mattern and Floerkemeier, 2010).
The Internet of Things allows automated control and decisions (via ERP, MES, RFID, sensors and actuators).
It also allows predictive and behavioural analysis - including predictive and preventive maintenance. It
turns raw data into business intelligence. It ensures the combination, coordination and optimization of
processes through vertical and horizontal communication in all parts of the system. To achieve this, objects
must meet five criteria:
1.
2.
3.

They must have their own identity, such as barcodes, RFID chips and serial numbers.
They have to be able to communicate, whether it is Wi-Fi, Bluetooth, or whatever.
They must have senses via sensors (thermometer, GPS, accelerometer, barometer, optical
sensor, etc.)
4.
They must be able to be controlled remotely.
5.
They must (or may) be self-learners.
The IoT is a cyber network that must be supported by tight security and reliability policies and is subject to
standards to facilitate interconnection and interoperability between machines and software (Botta et al.,
2016). Therefore, the IoT is the support for connectivity of the different subsystems that make up a CPS.
From manufacturing monitoring to autonomous manufacturing (Danjou & al., 2017)
Massive availability of connectivity features allows new capabilities to be implemented for processes,
products and services. These new capabilities can be grouped into four classes: monitoring, control,
optimization and autonomy, thus varying from the simplest to the most ambitious (Porter & Heppelmann,
2014).
Monitoring capabilities form the basis for control. An example is the General Electric fridge (GE, 2019)
which issues an open-door alert to its owner's phone.
Similarly, monitoring and control are essential to enable optimization. An example of control is the setting
up of a fan that provides fresh air when a pollutant reaches a certain threshold.
Finally, monitoring, control and optimization are necessary to achieve autonomy (Porter & Heppelmann,
2014). For example, for optimization, WTC (Wind, 2013) optimizes the orientation of the wind turbine
blades to regulate the power generated. For autonomy an example is the Roomba autonomous vacuum
cleaner from iRobot (iRobot, 2019), which adapts its trajectory according to the analysis of its environment,
optimizes the suction power according to the surface and returns to its base when batteries are recharged.
This capacity classification does not match a maturity level. There is no ideal class. It is up to each company
to define the desired capabilities of its processes, products or services and thus, define its strategic
positioning to maximize the value delivered to its customers.
From Data Management to Big Data
Being able to reach all information in real time by navigating between the elements (objects, software,
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CPS…) through their links is essential. To illustrate the importance of this connection, here are examples of
business needs, that point out the same information repository of the industrial site:
•

Be able to access to contextualized information (metadata, hierarchy, thesaurus...): e.g. for
building A, what are the validated plans for robots over 50K€ and which have been audited in
the last 3 months?
•
Be able to access to the history of an element and then to its cases of use in the plant, from a
Geographic Information System (GIS) or from a BIM numerical model.
•
Be able to capitalize the information received from the providers during a call for tenders for
preparing a bid but also for future calls.
•
Be able to reconfigure a workshop according to the manufactured product state as soon as
possible. All impacts must be identified before any changes are made to the workshop elements
but also to other services outside of the workshop.
•
Be able to access directly to the user manual and equipment information by "flashing" the Q/R
code directly on the equipment in the workshop.
How to make an effective use of all the data generated through the IoT by all the CPS present on an
industrial site is therefore a key issue for Industry 4.0.
As many authors have pointed out (Gamache & al. 2017), the term "Big Data" represents the massive
volume of data, so large and widespread that database management techniques and traditional software
cannot process (Gartner, 2011, Hilbert, 2015). The processing of this data enables predictive and
behavioural analyses, predicting market demand, reducing business and data management costs,
facilitating rapid and informed decision-making, and providing new products and services by reviewing the
business model (Canavillas et al., 2016, Kohler and Weisz, 2016).
In order to be able to exploit the big data of the industrial site, the first step is not to collect data but to
collect the RIGHT data. So, it is necessary to STRUCTURE them appropriately by considering important
concepts, correlating them from a business perspective and keeping them up to date; and make them
CHANGE over time. It is then a question of establishing CORRELATIONS between the different data sources
of a company: link a documentation used for maintenance with vendor management software and digital
models of marketed products to define a high value service for the company, for example, identify
improvements to the product by identifying recurring failures while avoiding failures related to preventive
maintenance defects. Indeed, if data carries information intrinsically, interconnections between data make
it smart and alive.
Then, first levels for information processing are on many techniques that help supporting human decision:
Data Mining, probabilities and statistics, belief functions, fusion and reasoning methods, bayesan
networks, taking into account risks and managing uncertainty throughout data.
As with additive manufacturing, there is not ‘one’ but ‘several’ artificial intelligence (AI) technologies. It
includes the concepts of "Machine Learning", "Deep Learning" or "Deep Reinforcement Learning".
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AI purpose is to allow machines to perform tasks normally assigned to humans: learn, talk, reason, change
its behaviour in complex situations, think. The challenge, therefore, is to produce algorithms capable of
replicating complex cognitive functions. Deep Learning is based on the machine’s ability to recognize
situations automatically from information that has been communicated to it and to adapt its response and
behaviour on the basis of clear rules. Deep Reinforcement Learning goes further by testing errors, which is
closer to what learning capacity can be.
The challenges of AI are therefore extremely high and there are many use cases, such as: robots and
autonomous vehicles; cobotics and personal assistants; analysis of behavioral data for marketing purposes;
complex decision-making based on complex and new situations; optimization of the technical management
of buildings; massive data analysis and forecast production.
Using such techniques, it is possible to detect trends, relationships and correlations in the data and to
predict, predict, plan and plan future events or to better understand certain phenomena (Chakrabarti et
al., 2006, Fayyad et al., 1996). Thanks to Big Data analysis, industries can benefit from new tools such as
self-learning machines that analyse data from the production floor, or from a workstation, and acquire
almost instantaneous mechanical know-how (Mayer-Schönberger and Cukier, 2013). These mechanical
analyses and tools promote standardization, modularization and mass customization (Hilbert, 2015).

3.4. Three dimensions of integration
Industry 4.0 aims to connect all objects and actors within the factory of tomorrow (Moeuf & al., 2017).
Communication between objects, machines and humans promotes the integration and synchronization of
all resources throughout the value chain.
Industry 4.0 offers 3 types of integration. Horizontal integration enhancing collaboration between
companies and connecting geographically distant units, is called spatial, or geographical integration.
Vertical and hierarchical integration enhances the control of subsystems through the flexibility and
reconfiguration of production networks, in a multi-level logic from the autonomous sensor to the system of
systems integrating the company and its environment. Finally, time integration throughout the product
lifecycle promotes individualization and unit production while capitalizing product design, manufacturing
and use data (Wang et al., 2016). Following characteristics are necessary to proceed with three dimensions
of integration (European Parliament, 2016):
•
•
•
•

Interoperability of communicating objects, machines, humans and computer systems;
Copy of the physical world through a virtual world based on data collected by sensors;
Decentralization of decision-making directly on physical cyber systems as close as possible to
production;
Management in real-time of capacity and load through data collection and analysis;
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•
•

Service orientation to enrich the proposals offered to customers;
Modularity and flexibility of production systems to respond to fluctuations in demand.

Integrations of business information systems
Industry 4.0 and the IIoT Revolution therefore have a very strong impact on the industrial sector, and this
revolution is called "digital manufacturing". It is a new way of sharing data throughout the product lifecycle
to reduce costs, reduce manufacturing times and improve the quality of parts.
Companies such as Siemens and PTC are currently working on integrated software platforms that bring
together all aspects of manufacturing, from the early stages of design to plant development to afterdelivery customer advisories. This "digital thread" eliminates the silos of information that hinder the
exchange of data between different software: it integrates each component of the manufacturing process,
including modeling and visualization tools for 3D CAD, computer-assisted manufacturing (CAM), modeling
and simulation tools for both products and manufacturing processes and production lines, production
management and data collection systems in the factory.
In parallel, if communication between two different machines is possible today, it is mainly thanks to a
more recent innovation known as MTConnect. This open source protocol is to the factory what HTML is to
the web pages.
Software Infrastructure for Industry 4.0
Integration is based on a backbone that interconnects information and the various applications and
software of the Information System. The solution must have several functional bricks in order to be able to
position itself as the cross-sectional infrastructure of the big data of the industrial site:
•

Data and document management technology combined with configuration management
technology (link management) to organize and interconnect information.
•
A workflow and alert management engine to structure collaboration, processes and dynamic
information evolution.
•
Reporting, analysis and comparison functions to capitalize and consolidate knowledge.
•
Open architecture to connect with other applications of the Information System.
These technological bricks must be complemented by an industrial expertise based on Product Lifecycle
Management (PLM) vision, to be able to interconnect the different businesses and skills of the company.
PLM system is a central tool for the business and the services of the company that allows managing both
complete project cycles focused on product development, as well as complex interactions and
heterogeneous views of the same product data set produced throughout the whole product lifecycle.
PLM is then naturally able to interconnect with other industrial information systems in order to follow
every step of the digital chain: design, modelling, prototyping, manufacturing, and then design recovery.
The challenge is then to integrate PLM systems with other supporting business tools such as procurement,
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logistics (Supply Chain Management - SCM - system), storage or accounting (generally managed by the
Enterprise Resource Planning - ERP - system), customers’ management (Customer Relationship
Management - CRM- system), maintenance (Computer-Aided Maintenance Management system), business
intelligence (Hilbert, 2015).
Digital twin
Very closely linked to PLM (and BIM) industrial concepts, and originating in these vertical and temporal
integrations, the concept of digital twin or "Digital Twin" which was formalized by Dr. Michael Grieves in
2002 and is becoming a great challenge in the Industry 4.0 context. (Cerrone & al., 2014) describes it as a
mirror (or twin) of what exists in the real world and what exists in the virtual world. It contains all the
information of the physical "object", i.e. a representation of all disciplines and not only mechanical or
geometric, but also an electronic representation, cabling, software, micro-software, etc, and their
corresponding simulation models. The digital twin is therefore much more than just a CAD copy. The digital
twin can be either the product itself, or the workstation performing a particular operation, or the plant as a
whole.
Today main applications are:
•
•
•
•
•
•

modelling and simulating complex systems (integration of multi-physical modelling);
improving the overall performance of complex systems;
increasing reliability, especially for use phases in relation with improved maintenance actions;
a better understanding of the behaviour of a system (decision support);
improving the cooperation of multidisciplinary project teams;
monitoring and analysing complex systems.

Applications
To the automation of manufacturing processes on a production line corresponds the automation of the
information flows between the different information systems. This is possible through a multi-views metamodelling of the product, its manufacture and its life, in order to control all the parameters affecting the
future life of the product and its functional performance throughout this future life. The data collected
during the ‘use’ phases of the product allows to modify with higher precision the forecasts of life and
functional performance of the product.
For example, software calculating the tool paths simulations may automatically share their data with
manufacturing workshops, where video screens allow workers to view in real time the work in progress,
configuration settings, production data, and quality indicators. Thereafter, progress is automatically
collected at each stage of the manufacturing process, for being re-injected into the scheduling needs
planning and supplies management. This cycle requires less human intervention in the workshop and more
in front of computers. It helps reducing manufacturing costs, increasing production and providing the
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information that management has so sought to justify its decisions.
The American Waltonen Engineering, a Siemens customer, used digital manufacturing to reduce its
dimensional costs by almost 50%. According to the consulting firm CIMdata, these cases are not isolated:
the efforts undertaken in the field of digital manufacturing reduce marketing times by 30%, reduce
planning efforts and equipment costs by 40% and increase overall production by 15%.
In 2013, Okuma Corporation's machine tool manufacturer opened its DS1 (Dream Site 1) plant in Oguchi,
Japan, revealing its fully automated manufacturing and production control processes. Since then, the
factory has had twice the productivity, half the manufacturing time and 30% less electricity costs. The
following year, its Mazak competitor announced the launch of its iSMART4 factory concept (Mazak, 2015),
"complete digital integration" of its 10 manufacturing plants with state-of-the-art equipment and
innovative manufacturing practices.

4. Case study
Case study: MIK-BG
Established date: 2003
Business sector: Manufacturing of upper garments (not for working)
Number of employees: 41
Turnover 2017: 0.6 Million EUR
Presentation: MIK-BG Ltd is a Bulgarian small-sized enterprise founded in 2003. Its main activity is the
production of garments for women: shirts, blouses, skirts, dresses and uniforms. The estimated production
capacity of the company per month is about 3000 pieces of clothing, depending on the complexity and the
model of the product. When subcontracting services are used, the month production reaches 5000 pieces.
The company works with local and international agencies and partners for world-famous brands in the
fashion industry, such as: CAROLL, Kenzo, Guess, Chanel, Diplodocus, SANDRO, Cacharel, Vanessa Bruni,
Madame a Paris, Tara Jarmon, Maison Kitsune and many others. The company’s clients also include
airports, hospital, restaurants and pizzerias, fast food chains, travel agencies. The company aims to be the
first manufacturing enterprise in the garments' industry in Bulgaria which fully digitalizes its production
cycle and work processes.
Transformation I4.0: Through the implementation of numerous internally financed and EU-funded
projects, the company started digitalization of its production and work processes, thus meeting the
Industry 4.0 criteria. The first step towards digitalization was taken in 2015 when the company was funded
by EU to introduce automatic machines and systems to be interconnected in order to make the production
process more efficient. Through its investment into new automated equipment and software that will
allow for further Industry 4.0 transformation, MIK-BG aims to achieve the following results until 2023
which are based on economic evaluation and business plan developed by the company: increase in cost
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efficiency by 19% compared to 2016; decrease in the use of raw materials by 16.7% per one item of
clothing; double its production.
Questions to be studied:
Considering the following topics detailed below, the learner has:
1. To identify and justify which technologies have been implemented in 2015 and further;
2. To propose and justify which technologies should be introduced in the future and justify the
added value / benefits that they should bring;
3. To evaluate when possible the cost of such integration.
Topic 1: Technology investment
Companies investments differ according to their road map. To optimize its product line, one SME has
chosen to integrate “Add-on systems” on the key operations of its production in order to create a digital
chain. This “Add-on systems” are data acquisition systems, dematerialized manufacturing, digital
radiography consisting of AI software, CNC machines (Computerized Numerically Controlled) and SPC tool
(statistical process control) also called control charts that are used to determine if a manufacturing is in a
state of control. The new production line guarantee repeatability and reproducibility while reducing
production times.
Several companies have also invested in innovative technologies such as 3D printer (additive
manufacturing machine) and scanners for quality control. These investments have allowed SMEs to
increase their productivity, open up to new markets and better satisfy their customers.
For SMEs, it is also important to not only focus on the production line. Investments can be on the
production upstream phases to promote communication with customers (ex: simulation software, virtual
reality (VR) implementation for sales support). One company has implemented an internal file transfer
system (FTP - file transfer protocol) allowing clients to transfer files directly to the company.
Other companies have made investments related to employees' needs such as the expansion of their
buildings to give confidence in the company’s capacity to grow, purchase machines to improve working
conditions (cobot i.e. robot to avoid carrying heavy loads), augmented reality (AR), solutions for
operations, automatics measures for maintenance and repair, voice assistants, 3D animation for
automated and modular CAD (Computer-aided design), to facilitate employees work.
"The idea was to focus not only on technological solutions, but also on the human, otherwise we would
have employee's acceptability problems. "
Companies must be proactive and interested in new technologies (artificial intelligence, machine learning,
robots, new manufacturing processes etc.). Preparing new products that may benefit the clients' quality or
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production and process systems. For the SMEs interviewed, it is important that customers are involved in
their technology investment projects. To promote innovation, companies are setting up:
• Prototype (internally or externally by service providers);
• Technology intelligence (trade fair, expo in order to be informed about the latest trends and to inspire
their investments but also meet other manufacturers);
• Testing all new ideas for new products services or means to improve their activities (e.g. testing period,
within which all employees affected by the system changes will be able to work with the updated version
and provide feedback on how to further improve the system);
• Plant virtualization, i.e., simulating the environment in which the procedure that is being planned will
really work.
Working with robots, which sometimes belong to the 3.0 industry in not enough. Industry 4.0 aims at
establishing cyber-physical systems (CPS) and structured data networks at shop-floor level, connecting
production line components and allowing its control no matter from where you are on the planet, as long
as you may get access to big data. So, we need collaborative robots, able to interact with people within the
same space.
Topic 2: Data exploitation
All new equipment must be able to transfer data for exploitation. In each company the first steps were to
implement an Enterprise Resource Planning (ERP) system for integrated management of internal
processes. Thanks to the system they managed to achieve digitization in several processes such as
inventory management, financial flows, trade, production monitoring, etc.
Several companies have invested in IT stations on workstations or in a Manufacturing Execution System
(MES) in addition to their ERP systems. The MES is a computer system whose objectives for collecting realtime production data of all or part of a factory or workstations.
Used ERP or MES system allow to:
• Track production processes in real time (errors, produced output, machines, etc.);
• Monitor orders for all customers in real time (Track history orders for each client and analyse their
specific preferences and complaints);
• Monitor the workload of each machine in real time.
Data exploitation and interconnectivity between machines have numerous impacts:
• More productivity;
• Reduction of errors;
• Faster and easier recording and storage of information;
• Highlighting organizational anomalies;
• More coordination (optimized way to manage all processes in the company);
• Cost transparency and cost awareness for the different products;
• Reduction of costs regarding the production;
• Further customization of the service/product;
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• Allowing each employee to know what to do and what was done and what must be done (and how);
• Relieving employees in the production and minimizing media discontinuities with the consideration that
transmission error can be ruled out.
For one company, all technological investments were related to the need to grow independently from the
human factor (fewer errors to occur and respond to the lack of qualified and competent personnel).
Through terminal devices and communication ports, the data for the working habits, absence and
implementation of each employee was gathered which related to the software for management of human
resources introduced by the company. The software for management of human resources also connects a
mobile hub to the devices and the computer where the software runs. In this way the data was managed in
real time and analysis of the productivity rate of the workers were developed. This allowed for developing
a prognosis of the production rate and optimizing it. The impacts of the transformation were the reduction
of errors in production and allowing for a continuous and uninterrupted process which leads to shorter
production periods and allow for less production waste.
Most SMEs use a cloud solution or their own system (the clustered database and the Datawarehouse on an
in-house server). However, one of the most important challenges is the implementation of solutions to
avoid cyber threats. Several companies set up cyber security systems (tool that combine network
protection, policy-based content filtering, and automated encryption in a single solution) or firewalls to
secure their servers.
Access to structured data networks via digital means is today's biggest challenge. Artificial Intelligence and
high-capacity computers, as well as cloud computing, open up new possibilities in this circular economy
framework. However, controlling and analysing its data requires minimum knowledge. SMEs do not always
master these skills internally and especially regarding interconnectivity between machines. They must
therefore call on external service providers (e.g professional support from consultancy companies in
relation to the development and updating of the ERP system), develop in-house training or need a specific
recruitment. Another negative aspect is the maintenance of its equipment that requires constant updates
and significant financial resources, which is complicated, especially in the case of small-sized enterprises.
Topic 3: Workstations evolution
Regarding workstations, most of the companies interviewed invested in digitization and automatization
workstations including tablets, computers, mobile hub, software for management, ERP software or
departments digitally connected. Employees have access to dematerialized documents and data
acquisition is automated in the ERP system. This automatization allows for more mobility, a quicker
integration and reduce employee training time.
“Employees are more mobile as they are connected digitally, they can perform their tasks from any
position.”
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“Employees have positive attitude towards technological changes, especially when it helps them save
time.”
To facilitate the integration of its new tools, one company has put in place the concept of “referent” (point
of contact) (computer “referent”, logistics “referent”, technical “referent”). Their role is to assist
employees on the induction and acceptance of all these new devices. Then, for each innovative project, a
volunteer employee is named "project manager". This approach keeps motivated employees at their
workstations.
Another company decided to create a "transversal team” made up of engineers and technicians able to
manage evolution projects. Their role is to make the link between the production planning department,
the development and the production, but also to create multidisciplinary working groups to get employees
involved in developing new solutions.

5. Conclusion
The more an industry innovates, develops and becomes more complex, the more simplification and
consolidation of this evolution is creating value. In the Industry 4.0, having a solution to share and
structure all the data of the industrial site becomes a criterion of profitability. Industrial agility, which is a
central element of the Industry 4.0 concept, is a direct result of "the intelligence of the industrial site"
which combines techniques to recover, record, filter, process and optimize all the information on the
industrial site in order to make it accessible for more efficient decision-making.
The industrial site seen as a complex system has a digital twin which integrates all the facets necessary for
their exploitation and evolution. The value of each equipment, of each element of the industrial site, is no
longer isolated and depending on its technical/physical characteristics but is reinforced by the functions
and the intelligence brought by this digital twin. It allows companies to capitalize on huge amounts of data,
which become a competitive advantage for the company. It allows management to make the right
decisions at the right time and to have a comprehensive vision of the site that integrates needs, costs,
projects and their progress.
Industry 4.0 needs to be able to evolve rapidly as new products are introduced and personalized. Flexibility
and reconfigurability are key issues for:
•
•
•

visualizing in real-time evolutions of the industrial site and ongoing projects,
analysing the impacts of all upstream changes and define optimal scenarios to be implemented,
ensuring that each action impacts the data, business views, and involved services.
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6. Quiz
6.1. Industry 4.0 is related to:
a) The automation of production lines
b) Real-time monitoring of physical products
c) Both production automation and real-time product monitoring
d) The introduction of cobots for productions operators
Correct answers: a), b), c)
6.2. IoT stands for:
a) Internet of Things
b) Internet of Objects
c) Interoperable Things
d) Industrial Things
Correct answers: a)
6.3. Industry 4.0 may propose solutions and new services to:
a) Production companies
b) Maintenance companies
c) Service companies (service based on a product)
d) Final product users
Correct answers: a), b), c), d)
6.4. A car driven by an Artificial Intelligence is an example of:
a) An autonomous object
b) A Cyber-Physical system
c) A mobile robot
d) A digital system
Correct answers: a), b)
6.5. To be considered as a cyber-physical system, a production line must:
a) Be completely automated
b) Be equipped with sensors
c) Integrate a robot
d) Be autonomous i.e. without human operators
Correct answers: b)

91

6.6. Additive manufacturing:
a) Is a new way of producing metallic parts
b) Is still a R&D technology
c) Is an operational technology
d) Transforms all the production company from parts designing to parts delivery
Correct answers: a), b), d)
6.7. Here are some examples of new kind of services. Which are linked to Industry 4.0?
a) Auto-diagnosis of aircraft engines’ failures
b) Tele-maintenance of a robot
c) Health management system for operators
d) Energy management of a plant building
Correct answers: a), d)
6.8. Machine learning is:
a) A powerful tool for decision making
b) A powerful tool for data acquisition and integration
c) A required component for MES (Manufacturing Execution System)
d) A technology used for Big Data based services
Correct answers: a), d)
6.9. Interoperability is:
a) Required between machines and software
b) Required to interconnect between several information systems
c) Required only for databases exchanges
d) Also required to coordinate collaborative processes
Correct answers: a), b), d)
6.10. Following applications illustrate Industry 4.0 possibilities:
a) Digital twin of a car production line
b) Digital twin of each produced car
c) A maintenance software that exploit data from produced cars to diagnose design improvements
d) An image processing system for the supervision of an assembly unit
Correct answers: a), c)
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1.5. Module 5: Chain Lab: How to start a pilot project?
1. Description
This module aims to give students a roadmap to implement a pilot for digital transformation in SMEs.
Students are advised to choose a specific company to implement the pilot project on.

2. Training Outcomes
Knowledge and understanding: Understanding the challenges faced by firms within Industry 4.0 and the
strategic options and actions required.
Skills /application of knowledge and understanding/: Ability to apply the instruments of analysis to build a
pilot project in a SME; Ability to understand impacts at different levels – strategic, human resource,
technology,management.

3. Pilot Project Outline
1. Identify Vision and Mission
2. Reformulate Vision and Mission in light of digital paradigms
3. Perform strategic analysis
3.1. Internal Assessment
3.1.1. I4.0 Readiness
3.1.2. Human Capital
3.1.3. Financial Capital
3.1.4. Organizational Resources
3.1.5. VRIO
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3.1.6. Company processes
3.2. External Assessment
3.2.1. PESTEL Analysis
3.2.2. Competition Analysis
3.2.3. Suppliers - new technologies and possible partnerships
3.2.4. Costumers
3.2.5. External Value Chain
3.3. SWOT
3.4. Business Model
3.5. New Business Model
3.6. Objectives
3.7. Roadmap
3.7.1. Resources and Technology
3.7.2. Processes
3.7.3. People and training
4. Main Conclusions
5. Implementation Roadmap
Students should create interdisciplinary groups to approach the different questions that are linked within
the outline.
In the end the pilot project should produce a document that will guide the SME in its transformation –
starting from a strategic perspective that rethinks the business model that then progresses into a roadmap
with specific technologies to be implemented in the company, as well as with human resources and
transformation required for the project.
This project should consider all the lessons and ideas developed in the first 4 modules.
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V. Glossary
Module 1

Industry 4.0 Introduction

Digitalization

It implies the integration of digital technologies into everyday life by the
digitization of everything that can be digitized. (Schallmo and Williams,
2018)
It is defined as the conversion of analogue information in any form (text,
photographs, voice, etc.) to digital form. (Schallmo and Williams, 2018)

Digitization

Internet
People

Internet
Things

of All networking functions take into consideration that Internet devices
can be users’ personal devices, and therefore exploit models of the
human behaviour to determine the way these devices should operate in
the network. Stretching this further, the IoP concept embraces even a
tighter integration between new generation internet (NGI) devices and
humans, allowing humans themselves to contribute resources to NGI
functions, evolving current rudimentary examples such as crowdsourcing
and crowdsensing. A few key elements are at the basis of this view of
IoP: IoP is inter-disciplinary, IoP is quantitative (not qualitative), IoP has a
technological focus, IoP is networking, and IoP embraces data-oriented
Internet functions. (Conti M., Passarella A., 2017)
of A global infrastructure for the information society, enabling advanced
services by interconnecting (physical and virtual) things based on existing
and evolving interoperable information and communication
technologies. Including two aspects: (NOTE 1): through the exploitation
of identification, data capture, processing and communication
capabilities, the IoT makes full use of things to offer services to all kinds
of applications, whilst ensuring that security and privacy requirements
are fulfilled; and (NOTE 2): From a broader perspective, the IoT can be
perceived as a vision with technological and societal implications. (ITU-T,
2012)

Module 2

Strategy for Industry 4.0

Business Plan

A business plan can comprise of the Corporate, Directorate, Service and
Team plans which specify the key priorities and activities to be
undertaken.
Measures are developed based on an organization’s value proposition in
serving their target customers. In many organizations, especially public
sector and non-profit ones, the customer perspective is often elevated
above or placed alongside the financial perspective.

Customer
Perspective
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Goal

An observable and measurable end result having one or more objectives
to be achieved within a more or less fixed time-frame.

Human Capital

A metaphor for the transition to organizational value creation from
physical assets to the capabilities of employees. Knowledge, skills, and
relationships, for example. Closely related to terms such as intellectual
capital and intangible assets. Some experts suggest that as much as 75%
of an organization’s value is attributable to human capital.
Initiatives organize people and resources and dictate which activities are
required to accomplish a specific goal by a particular date; initiatives
provide the “how” while goals provide the “what”. As differentiated
from projects, initiatives directly support an organization’s strategic
goals. Projects may or may not have strategic impact.
Inputs are commonly used within the Logic Model to describe the
resources an organization invests in a program, such as time, people
(staff, volunteers), money, materials, equipment, partnerships, research
base, and technology, among other things.
A mission is a concise statement that describes, in motivating and
memorable terms, the current top-level strategic goal of the
organization. A mission provides both an internal rallying cry and
external validity. Usually financial-, process-, or customer serviceoriented, with a mid-term (three to five years) horizon, an effective
mission is inspiring as well as easily understood and communicated.
A mission statement defines the core purpose of the organization ‐ why
it exists. The mission examines the “raison d’etre” for the organization
beyond simply increasing shareholder wealth, and reflects employees’
motivations for engaging in the company’s work. Effective missions are
inspiring, long‐term in nature, and easily understood and communicated.
An objective is a concise statement describing specific, critical,
actionable and measurable things an organization must do in order to
effectively execute its strategy and achieve its mission and vision.
Objectives often begin with action verbs such as increase, reduce,
improve, achieve, etc. Whereas the vision and mission statements
provide an organizing and mobilizing “rallying cry,” objectives translate
the vision and mission into measurable and actionable operational
terms.
Process diagrams are typically used to represent specific processes that
are undertaken in an organization and the key steps involved in the
process. An example might be a high-level diagram that highlights the
customer experience.

Initiatives

Inputs

Mission

Mission
Statement

Objective

Process
Diagram
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Strategic
Management
System

Strategy

Strategy Map

Strategy Plan

Target

Task

Theme

Value Chain
Value
Proposition

It describes the use of the Balanced Scorecard in aligning an
organization’s short‐term actions with strategy. Often accomplished by
cascading the Balanced Scorecard to all levels of the organization,
aligning budgets and business plans to strategy, and using the Scorecard
as a feedback and learning mechanism.
Strategy is the way an organization seeks to achieve its vision and
mission. It is a forward-looking statement about an organization’s
planned use of resources and deployment capabilities. Strategy becomes
real when it is associated with: 1) a concrete set of goals and objectives;
and 2) a method involving people, resources and processes.
The Strategy map is a specific version of a strategy plan that adheres to
the Balanced Scorecard methodology. Strategy maps depict objectives in
multiple perspectives with corresponding cause and effect linkages.
Strategy plan is a visual representation of an organization’s strategy and
the objectives that must be met to effectively reach its mission. A
strategy plan can be used to communicate, motivate and align the
organization to ensure successful execution.
A target is the defining standard of success to be achieved over a
specified time period for the key performance indicators associated with
a particular strategic objective. Providing context to make results
meaningful, targets represent the organization’s “stretch goals.”
A task represents detailed activities or tasks to be carried out to achieve
each initiative. It captures information including resources, time,
constraints, risk, budgets, milestone, duration to complete the tasks.
Theme is a descriptive statement representing a major component of a
strategy, as articulated at the highest level in the Vision. Most strategies
can be represented in three to five themes. Themes are most often
drawn from an organization’s internal processes or the customer value
proposition but may also be drawn from key financial goals. The key is
that themes represent vertically linked groupings of objectives across
several scorecard perspectives (at a minimum, Customer and Internal).
Themes are often stated as catchy phrases that are easy for the
organization to remember and internalize. For example: Operational
Excellence or Customer Intimacy or Strategic Partnering.
The value chain contains process steps by which a company moves from
the identification of its customer needs to customer fulfilment.
It describes how an organization intends to differentiate itself in the
marketplace and what particular value it will deliver to customers. Many
organizations choose one of the three “value disciplines” - operational
excellence, product leadership, or customer intimacy.
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Vision

A vision presents a concise statement defining an organization’s longterm direction. The vision is a summary statement of what the
organization ultimately intends to become 5, 10 or even 15 years into
the future. It is the organization’s long-term “dream,” what it constantly
strives to achieve. A powerful vision provides everyone in the
organization with a shared mental framework that helps give shape to its
abstract future.

Module 3

Transformation for Industry 4.0

PDCA: “Plan Do Lean method for continuous improvement
Check Act”
Module 4

Industry 4.0 technologies

Internet
of The term is described in Module 1 but another broader definition is
Things /IoT/
provided within Module 4 as well, as follows: IoT is a direct and universal
networking of intelligent objects over the Internet.
Internet
of Direct and universal networking of intelligent objects over the Internet
Industrial
extended to industrial applications and integrating human
Objects
(i.e. communication.
Industrial
Internet
of
Things)
Cobot
Collaborative Robot, a robot with abilities to work with a human being.
Cyber-Physical
Systems (CPS)

Cyber-Physical Systems (CPS) is a system composed of several
subsystems, integrating abilities to measure and generate data, to
communicate with external systems and to achieve predefined tasks
according to a controlled autonomy.
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